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Platform Security

ATo achieve secure processing in heterogenous
environments, trust roots are needed

AWithout enforcement , guarantees are hard
to give

AA good security infrastructure leaves room for
un-trusted components without sacrificing
overall security

ACompared to perimeter security, the trusted
computing base is minimized

ASoftware vulnerability analysis is still an
Integral part of the system, but not at run -time,
security I s achieved by

APrivacy needs to be also guaranteed by policy, not
just by mechanism. This is common-place, e.g. in
communication networks.
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Enforcement mechanisms have a history

—_

AHardware-support for platform security
0 Cambridge CAP etc. (~1970s) /Multics _
A Extended to Trusted Execution Environments HW

AHardware-assisted secure storage —

ASecure and authenticated boot
& TCPA and TCG (late 1990s) HW +0S
0 Academic research projects (mid 1990s)
A Extended (private secure storage for applications)
A Adapted (normal vs. developer mode in MSSF) -

APermission-based platform security architectures
0 VAX /VMS privileges for user (~1970s) — 0S
A Adapted for applications
0 Code signing (mid 1990s) —
A Borrowed for application installation
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HW Enablers / ASIC support

(high -level view)
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Hardware support for platform security

Public key E.g., serial
hash number
Trust root Base identity
Crypto Library
Start of
\ boot code
Boot sequence
(ROM)
Basic elements in
TCB for platform software Immutable storage
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Secure bootstrapping

Code certificate

Boot code hash

Trust root
A

Crypto Library

[ Boot sequence
Secure boot (ROM)

N

TCB for platform software

Launch platform boot code
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Validate and

execute

Ensure only authorized boot
Image can be |loaded
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Identity binding

|dentity certificate Code certificate

Baseidentity

Boot code hash

Assigned identity

E.g., IMEI link-layer

addresses,

N

Trust root Base identity

1 T

Crypto Library
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\Secure boot [

Boot sequence
(ROM)

N

—
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TCB for platform software

Launch platform boot code
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Validate and accept
assigned ID

Securely assign different
identities to the device
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Trusted execu

tion

Nokia Research Center 2011

Identity certificate | Code certificate
Baseidentity //' Boot code hash 7 Validate and
. . . / execute
Assigned identity - p Code certificate
L _--"| | TrEEcode hash Isolated
Lo T 7 execution
P e ~
['| Trust root Base identity 1 TrEE\\
T I
: . . : Basisfor secure
| Crypto L|brary I Device key external storage
' [
I N\ I
! [ Boot sequence | TrEEcode
I
v Secure boot (ROM) ,'
N . e e e e e e __7
TCB for platform software
Launch platform boot code TrEE API

Authorized code execution, isolated from the OS

NOKIA



Secure state

11
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Identity certificate Code certificate
Base identity || | Boot code hash g
Assigned identity | Code certificate
a 7 ) Securing TrEEsessions,

I _.-~""| | TrEEcode hash authenticated boot
L 7

P ainliniseslnintuininiielininliie ~ . — =

[ Trust root Baseidentity | 1 Configuration TrEE\

| 1 T : register (s)

I -

: Crypto Library . | | Devicekey | [ Non-vol

: | memory

AL

I [ Boot sequence I TrEEcode cm?r:ter

I I

\ Secure boot (ROM) /

N . e e e e e e __7
TCB for platform software Rollback protection for
persistent secure storage

Launch platform boot code TrEE API

Integrity -protected state within the
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Device authentication ,
secure provisioning,
attestation

Device authentication

|
External trust root

12

Identity certificate Code certificate A |
' i /1 | Boot code hash : —
Base identity I ) | Device certificate
Assigned identity |- — :
J y/l 7 | Code certificate Identity
TrEEcode hash Public (Ialevice key |
l" / »’/// 7 I
/’ _ _E/—/ ___________ \\ . . : \
[ Trust root Baseidentity | 1 Configuration | ' TrEE
: 1 T : register (s) !
I - -
: Crypto Library . | | Devicekey | [ Non-vol
: | memory
AR TrEEcode or
: [ Boot ;%:Il\ljence : counter
\\Secure boot ( ) /
TCB for platform software
Launch platform boot code TrEE API

Nokia Research Center 2011

Prove device identity or properties to external verifier
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Summary of hardware mechanisms

ASecure boot: Ensure only authorized boot image can be loaded
AAuthenticated boot: Measure and remember loaded image

Aldentity binding : Securely assign identities to the device

ASecure storage: Protect confidentiality and integrity of data
Alsolated execution : Run authorized code isolated from OS

ADevice authentication : Prove device identity to external verifier
ARemote attestation: Prove device configuration to verifier

13 Nokia Research Center 2011



Hardware security architectures (mobile)

ATI M-Shield and ARMTrustZone

AAugments central processing unit
ooSecure processor mode(

Alsolated execution with on -chip RAM
oVery limited (<10kB)

ASecure storage
0 Typically with write -once E-fuses

AUsually no counters or non-volatile memory
0Cost issue
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Hardware security architectures (TCG)

ATrusted Platform Module (TPM)
0 Standalone processor on PCs
Olsolated execution for pre -defined algorithms
O Arbitrary isolated execution with  DRTM
o Platform Configuration Registers (PCRS)
0 Monotonic counters

AMobile Trusted Module (MTM)
O Mobile variant of TPM

0Can be implemented using e.g. TrustZone or M-Shield
ODi scussed furthere
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Uses of hardware security

ARecap from features
0 Secure/authenticated boot
O ldentity binding/device authentication
0 Secure storage
O Remote attestation

AUses of hardware security (device manufacturer)
0 Device initialization
O0DRM
O Subsidy lock

AHow can developers make use of hardware security?
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SW/OS support
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Adoption of security mechanisms

Operators Regulators End users

~2002
TrustZone®

Security Foundation by ARM®

Hardware-based mechanisms

~2001 ~2005 ~2008 ~2010 ~2011
18 \
2), @ '~
\Qg, ? Windows MGEGO
— phone

J2ME

Software -based mechanisms
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Open mobile platforms

AJava ME ~2001 AAndroid ~2007
OFor of eat ur e p h o nodigugbased OS
53 billion devices! OApp development in Java
ONot any more supported by
the latest smartphones AMeeGo~2010
OLinux-based OS
ASymbian ~2004 8 App development in C (Qt)

OFi rst osmartphoneMpSEOS
OApp development in C++ (Qt)
Awindows Phone ~2010
oWindows (CE) based kernel

0 End-user app development
In Silverlight / .NET
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Mobile platform security model

A3.5 phases
1. Distribution
2. Installation
3. Run-time enforcement
4. ++ off -line enforcement

ACommon techniques
0 Code signing
0 Permission-based access control architecture
0 (User involvement in assigning permissions)
OApp R&D by | ocal oinstall ati on(
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Distribution

ADeveloper produces a software
package
0 Code
0 Manifest

AMay submit to a signer for a
trusted signature

ADistributed to device via on -line
stores (typically)

21 Nokia Research Center 2011
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package

Developer

G

Software
package

Signed
software
package
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Installation

Software Signed software
package package

Alnstaller consults local policy and
trusted signature

0 Identify application
0 Grant requested privileges

)
N/

Alnstaller may prompt user g Installer
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Run-time enforcement

AMonitor checks if subject has :
privileges for requested access 2| Monitor > resource

AResource may perform -1 / <
principal —

additional checks
AUser may be prompted to \
authorize access

23 Nokia Research Center 2011 NOKIA




1. OS bootstrapping

Is hardware security used to secure OS bootstrapping?

Secure Not Authenticated b oot : oI No?
boot applicable modesihDevel oper mode(
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2. Application identification

How are applications identified at install and runtime?

Install and run-  Install: Install: Install: Install:
time: A Signingkey A Signingkey A Software A Software
A Protected A Midlet source source
range SID and attributes Runtime: (signing key)
VID A Unix UID A Package No IPC between
(managed) A Package name installed
A UID name (locally applications
(unmanaged) unique) Runtime:
A Software
source
A Package
name

A Application ID
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3. Application update

How Is a new version of an existing application verified?

Protected SID, VID: Signed midlets:: oSame or i g oS a mrehigher
A trusted signature A same-origin policy origind po
Rest: Unsigned midlets :

A no controls A user prompt

26 Nokia Research Center 2011



4. Permission granularity

How finely Is access control defined?

Fixed set of Fine-grained Fine-grained Fine-grained Fixed set
ocapabi | permissions permissions resource-tokens of capabilities
(21) (many) (112) (8++)
Linux access Four
Linux access control ochamber
control

Android and MSSF: Each application is
installed under a separate Linux UID

27 Nokia Research Center 2011



5. Permission assignment (basis)

Least Privilege Chamber
Standard Rights

Basis for granting permissions? Elevated Rights

Trusted Computing Base

4 categories Trusted Trusted signatures Chambers map
signatures for protectlon to stakeholders
Trusted protection levels Local policy file (MS/OEM /
signature (also  domains operator / user)
user prompts)
4 permission Capabilities defined
odes by developer (least-
privilege prot.)
=l Blanket,
System, ; :
¥ e.m Session, Normal (automatic )
Restricted,
One-shot, Dangerous (user-granted)
Manufacturer _
No Signature (developer-controlled )

»8 Nokia Research Gonter 2011 SystemOrSignature (Google-controlled )



6. Permission assignment (user prompting)

Capability Function group Permission group Capability
description description description description
A 21 capabilities A 15 groups A 11 groups
& Bl & 10:47 am
E.g., LOCATION,
NETWORK,
} Eg, NetAcceSS y default A C C O U N T S y 8
E.g.,Read user data, [k PhoneCall s se
Use network, Access UEES Locati 5
positionin 2 ocation,
Application access , arev -t paper #2 What IS
All ENDIROR nm ' Wi submiss
oy e shown to
Use network or make phone calls e
] itioning Allow application to use network
ol detats andsed o receve dat? the user?

(ontinue (ancel Yes No
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/. Permission assignment (timing)

When are permissions assigned to a principal?

Install-time Run-time Install-time Install-time Install-time
assignment prompts assignment assignment assignment
Run-time
privilege
shedding
possible

Symbian and MSSF: Permissions of app loading a DLL is a
subset of permissions of DLL

30 Nokia Research Center 2011



8. Application integrity

How Is the Integrity of installed applications protected?

Dedicated Java sandboxing Java sandboxing IMA, Smack Chamber-

directory dependent
Linux access Offline sandboxing
control protection with (.NET, OS

EVM andTrEE permissions)

Integrity Measurement Architecture (IMA)
A Store hash of file (in extended attribute security.ima) and verify on launch

Extended Validation Module (EVM)
A Store MAC of all extended attributes (in security.evm) and verify on access

31 Nokia Research Center 2011



9. Access control policy

How does a resource declare the policy for accessing it?
How is it enforced?

Declare in code [System Declare In Declare in Declare In
resources] manifest manifest manifest

Enforced by IPC  Enforced by VM

framework or Enforced by VM  Enforced by Enforced by VM

code Smackor via

libcreds

32 Nokia Research Center 2011



10. Application data protection

How can applications protect the confidentiality and
integrity of their data?

Runtime: Runtime: Runtime: Runtime: Runtime:
A private A private A dedicated A fine-grained A private file
directory record stores UID data caging store
A file system
Off -line: Off -line:
A private A private
secure secure

storage storage

33 Nokia Research Center 2011



GP TEHmtroduction

TEE System Architecture 0.4
TEE Internal APl Specification 0.27

‘ ‘ NOKIA



Architecture pictures (from spec.)

REE:Rich Execution Environment
TEE:Trusted Execution Environment
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Architecture, software view

TEE internal API spec. domain
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HW option pictures (from spec.)

Implementation can be

A processor environment
A separate core on a chip
A co-processor (?)
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Specification overview

The TEE API defines the driver interface for
- send code to the secure environment
- execute code that has been sent to the secure environment
- includes concepts for control (sessions, instances ..)

The TEEInternal APl defines an API for
- interfacing secure code (TA:s) to the framework
- application session control, instance, lifecycle
- STDLIBOA like functionality
- Cryptographic subroutines
- RSA

- AES in many modes, e.qg.
authenticated encryption

implements

TAinterface g

Trusted Application

Trusted Core API

calls

- Hash functions

implements

- randomness

- Secure storage Trusted Core Framework/OS




MTM introduction
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Requirements (v.1):

A Platform Security is an enabler

ARequired by MTM1 use cases (2005 )
ARegul atory approval (for |R&pagformandor Application Integrity
A IMEI lock / Subsidy lock (i.e., SIMlock) A Device Authentication
A Media consumption and protection (DRM) A Robust DRM Implementation
A Confidential data management (user , corporation) A SIMLock / Device Personalization
A Remote Attestation (RA) / Corporate access (VPN) A Secure Channel between Device and UICC
A Application authentication, authorization, accounting A Secure Software Download
A Reliable PKI (key management, usage, etc) A Device Owner Data Protection and Privacy
A But also for A Mobile Ticketing / Mobile Payment

A Device stability

A Malware protection
In TCG / TPM, byradition, user control
and user privacy is in focus. In the

ATheft and copy Omanag|omobileé domain thelse cons

are important, but not in dominance !

N S

A General trustworthiness of the platform

NOKIA
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The 3(4) main targets of MTM @
S

1) Allow MTM to be implemented using ‘
a legacy trust environment (TEE)

2) Add secure boot. Authenticated boot is not enough
for the majority of the MTM v1 use cases

3) Makethe MTM footprint small . [ Consequence of (1) ]

An evident requirement is to maintain as much of TPM
compatibility as possible. PC/Mobile convergence In
essence motivated the whole MTM work.

‘ ‘ NOKIA



MTM v1 overview

AMandates only core functionalities of TPMv 1.2:
[target: small size]

ABinding and sealing

A Signing and key certification

A Attestation (AIK may be fixed)

-> put delegation, migration, DAA, memory services are at large optional

AMTM v adds:

[targets: integrator/manufacturer control, deployability ]
A Secure boot (wrong measurement -> boot is aborted)
A (SW) Functionality rather than HW. Device binding through roots of trust
AThe concept of MTMinstances. For stakeholders: Integrator, Operator, User

NOKIA
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MTM vs. TPM commands

TPM Init, TPM_Startup TPM_SaveStateTPM_SelfTestFullPM_ContinueSelfTesTPM_GetTestResult
TPM SetOwnerInstaIlTPM OwnerSetDisableTPM_PhysicalEnablEBPM_PhysicalDisable
TPM_PhysicalSetDeactivatedrPM_SetTempDeactivatedTPM_SetOperatorAuthTPM_TakeOwnership
TPM_OwnerClealTPM_ForceClearTPM_DisableOwnerCle@aPM_DisableForceCleafSC_PhysicalPresence
TSC_ResetEstablishmentBjifTPM_GetCapability , TPM_SetCapabilityTPM_GetCapabilityOwner
TPM_GetAuditDigestTPM_GetAuditDigestSignedTPM_ SetOrdinalAuditStatus TPM_FieldUpgrade

TPM_SetRedirection TPM_ResetLockValusT PM_Sea) TPM_Unseal, TPM_UnBind,

TPM_CreateWrapKey, TPM_LoadKey2, TPM_GetPubKeyTPM_SealxTPM_CreateMigrationBloh
TPM_ConvertMigrationBlob, TPM_ AuthorizeMigrationKey, TPM_MigrateKeyTPM_CMK_ SetRestrictions
TPM_CMK_ApproveMAPM_CMK_CreateKeJPM_CMK_ CreateTickdtPM_CMK_CreateBlpb
TPM_CMK_ConvertMigratigim PM _ CreateMaintenanceArchiveTPM_LoadMaintenanceArchive
TPM_KillMaintenanceFeature TPM_LoadManuMaintPuh TPM_ReadManuMaintPub TPM_SHA1Start,
TPM_SHA1UpdateTPM_SHA1Complete, TPM_SHA1CompleteExtend TANPM_Sign TPM_GetRandom

TPM_StirRandom TPM_CertifyKey, TPM_CertifykKey2TPM_CreateEndorsementKeyPajr
TPM_CreateRevocableERPM_RevokeTrustTPM_ReadPubekTPM_OwnerReadInternalPub
TPM_Makeldentity, TPM_Activateldentity, TPM_Extend, TPM_PCRReadTPM_Quote,
TPM_PCR_Res@PM_Quote2TPM_ChangeAuthTPM_ ChangeAuthOwnerTPl\/l OIARTPM_OSAP
TPM_DSARPM_SetOwnerPointey TPM_DelegateManageTPM_Delegate CreateKeyDeIegatlon
TPM_Delegate_CreateOwnerDelegationTPM_Delegate LoadOwnerDelegation TPM__Delegate ReadTable

TPM_Delegate_UpdateVerification TPM_NV_DefineSpacdPM_NV_WriteValugTPM_NV_WriteValueAuth
TPM_NV_ReadValygdPM_NV_ReadValueAutiPM_KeyControlOwneyTPM_SaveContexfTPM_LoadContext

TPM_ FlushSpecific, TPM_GetTicksTPM_TickStampBloh TPM_EstablishTransport TPM_ExecuteTransport

TPM_ReleaseTransportSignedTPM_CreateCounterl PM IncrementCounter , TPM ReadCounter,
TPM_ReleaseCounteTPM_ReleaseCounterOwneiTPM_DAA _JojTPM_DAA Slgﬁ'PM Evictkey
TPM_Terminate_Handle TPM_SaveKeyContexTPM_LoadKeyContextTPM_SaveAuthContext TPM_LoadAuthContex}
TPM_DirWriteAuth TPM_DirReadTPM_ChangeAuthAsymStartTPM_ChangeAuthAsymFinishTPM_Reset
TPM_OwnerReadPubekTPM_DisablePubekReadTPM _LoadKey

Add: MTM_InstallRIM , MTM_LoadVerificationKey , MTM_VerifyRIMCert,
MTM_VerifyRIMCertAndExtend , MTM_IncrementBootstrapCounter

43 © 20011 |Nokia J-EE
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MTM implementation size

- The sizes arew.o. crypto primitives (e.g. RSA)

- The size excludes platform -dependent, but sizable code parts, including
upload code verification, state decryption / encryption, ..

-As nmonoblock6, t he code ama@aOkBdompiledo ar ound
Command Size (bytes) || Command Size (bytes)
TPM_ChangeAuth 1774 || TPM_IncrementCounter 514
TPM_CertifyKey 1606 || TPM_FlushSpecific 454
TPM_CreateWrapKey 1534 || MTM_VerifyRIMCert 432
TPM_LoadKey?2 1430 || MTM_IncrementBootstrapCounter 410
MTM_LoadVerificationKey 1422 || TPM_GetPubkey 394
TPM_Seal 1112 || TPM_Extend 292
TPM_Unseal 980 || TPM_ReadCounter 224
MTM_VerityRIMCertAndExtend 898 || TPM_OIAP 212
TPM_Quote 792 || TPM_PCRRead 144
TPM_Sign 772 || TPM_GetRandom 138
TPM_OSAP 580

NOKIA
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MTM performance with a TEE

+ Logic runs at full processor speed (332 MHz, ARM)

45

e nhms)r or

-l nvocation time of the secure
- Penalty caused by state protection (~ 10ms)
(further optimization possible)
TPM_OIAP | TPM_OSAP | TPM _PCRRead | TPM_Extend
NRC MRTM/M-Shield 11.6ms 12.0ms T1.5ms T1.6ms

Ubuntu Linux 9.04 with 2.6.24-19-generic kernel

Atmel ATO97SC3201 12.02ms 25.00ms 11.36ms 11.29ms

Atmel ATO7SC3202 35.94ms 35.99ms 35.41ms 35.42ms

Broadcom BCM5755 24.01ms 24.00ms 23.34ms 23.30ms
Ubuntu Linux 9.04 with vanilla 2.6.24 kernel

Atmel ATO97SC3201 6.01ms 20.94ms 6.11ms 8.05ms

Atmel ATO7SC3202 17.99ms 23.99ms 17.26ms 17.06ms

Broadcom BCM5755 12.58ms 12.59ms 12.00ms 12.00ms

© 20011 |Nokia J-EE
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MTM device binding and

configurations TEE
----------------------- T in? Root-of-Trust
,,,,,,,,,,,, Device boot “‘qgmém
,,,,,,,,,,,,,, for Enforcement

/,/Root-of-Trust ROOt-Of-Trust . [depending on the MTM

" for Verification for Storage \ instance,t he oent i
~ [code integrity] [state integrity, | guarantees e.g. isolation,

R - rollback protection] /  secure boot abort, and the
( Rot-of-Trust — .~ existence of the other RoT:s]

for measurement)

Sao
~
~-.
~~o
~~ee

e
-
-
e
-
-
s
-

Mobile remote owner trusted module
[ management from outside the
device (manufacturer / operator) ]

Root-of-Trust
for Reporting
[remote

attestation]
transitive trust

Mobile local owner trusted module
[management at the device using TPM
commands (user, owner) ]

NOKIA
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MTM static data

A counterStorageProtectld Wistorage protect counter

A counterRIMProtectld Wprotect RIM certs
A counterBootstrap - initial boot version
AverifiedPCRs - PCRs only modifiable by RIM certs

AloadVerificationKeyMethods UKroot load, integrity check A
root data, auth(s))

AlnternalVerification key - key for InstallRIM - certs s
AverificationAuth (auth. For InstallRIM)
AloadVerificationRootKeyEnabled (in STANY FLAGS)

/
AintegrityCheckRootData - hash of root verification key L
AAIK - (attestation key, if \>
preconfigured )

NOKIA
47
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MTM verification keys

Public-key certificates, used for
the o0stakehol der
external authorization for PCR

updates (secure boot) and
counter increments

Validated inside the MTM, on
load.

Veri fication ke Werific@ienrké)icohstraingsixs 0

usable when key is loaded:

- Increment bootstrap counter
- Validate other verification ke
- Validate RIM certificates

- (vendor extensions)

checkRootData

(RVA)
modet o, T .¢€

z . KE
oOorooto Vel’ll%){

[ B / In persistent state

/ : Binding, e.g. public
hash

cati on

Binding = RSA sign.

verification key verification key

YS

RIM certificate
(attribute cert)

validated at load:

Signed by parent key
Counter binding
(vendor extensions)
Note: No PCR binding

NOKIA



MTM RIM certificates

RIM = reference integrity metric

Attribute certificates, used for
the explicit activity of
constrained PCR

updates (secure boot).

RIM certificate

Validated inside the MTM, on (attribute cert)

use. The successful verification
of a RIM certificate typically
Implies a PCR update

RI'M certificate RMceHdficagegmstraints =

implied on successful load: validated at load:
- Increment given PCR - Signed by parent key
- RIM certificate includes - Counter binding
PCR extension value - PCR (composite) binding
- (vendor extensions) - (vendor extensions)

‘ ‘ NOKIA



MTM secure boot overview with TEE (1)

oFi rst o6, the root of trust for enforcement
Processor with TEE Environment provided hardware -assisted
RTE \/ isolation from the OS. Dedicated RAM

Execution environmen

i <! 1) Install (signed) code,

provi d-emeaselement sod

<

l boot

Encrypted for the TEE

0) Signature
validation

2)Install data for MTM code,
decrypt inside TEE

‘ ‘ NOKIA



MTM secure boot overview with TEE (2)

0Second?d, secure boot with MTM commences

Processor with TEE

RTE \

Execution environment

Trust root 2) Set up trust chain for validation
Verification Key
secret %rM state 3

l boot
Verification keys and

Initial boot -loader
RIM certificates

. Verification Key
can be stored / receive o
on-demand, integrity perinEanoniey
guaranteed by RIM cert
external authorization

v 0) measure

@mponent toD

‘ ‘ NOKIA

AAA

3) Update PCR using RIM cert.

o

4) On successful PCR update, launch
the measured code,

1) Find the verification keys and RIM cert
matching the measurement




MTM going forward

Environment
ATEE API standardizationis ongoing in Global Platform Device Committee (internal
and external TEEAPIS).This was not available in 2005.

ATPM specification is transitioning to TPM 2

AMTM (and TPM) are not really being usedMTM is not even widely deployed like
TPMVL.2.

Additional use cases and requirements have been publicised

AMost new MTM use cases have a strong legacy aspect:
Banking, Vending machines,Id:s, Healthca r e 2

Almplication: There is aneed to support legacy security algorithms  for applications.
MPWG has distilled this to support for (open) remote provisioning of algorithms
Execution of algorithms is also needed, as is algorithm use of MTM/TPM secrets
and state, especially platform binding (PCRS)

NOKIA
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On-board Credentials

VWWelcome to eBanking Wi

Welcome Kari Timo Juhani Kostiainen

Please wverify your identity:

Security card number: 4600134200

Key number: 6137

Security number: | e
9:00 AM Team me

oK CErEE Vi mail (32)
- Suki Dinner o... 10:

@ Maalik__ Rosie’sb.

You have 23 numbers left on your security card.

¥

Q==

= WUANs found

Options

54 © 2011 Nokia Research Center

R, Check Point ¥PN-1 SecureClient Connection: x|

L3 Check Point

TWARE TECHNOLOBIES LTD.
We Secure the Internet. -
—_— \4‘..
-] - -
\ -
 INGX &
A
] 1
(H 1159 159) |
A ‘
Certificate: ICN=YourUser,DU=userz,0=fw41 B7s72r
Password: l
Ce

Location Profile:

Destination: l fuscluster LI

I~ UseDialup: | =

Connect I Cancel DOptions }‘

SAHPO ASTAKEEN

TN, Ama

NOKIA



Credential
issuer

On-board Credentials architecture

Credential
issuer

N\ e

~ /'

Application

OS

Credentials
Manager

Z ~

L

Credential
program
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Secure environments overview - mobile

Overview of t he current Odeve

HW-originated platform security services 9
Operator and SIM

services And NFC may be wave that breaks the status quo
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NFC and mobile secure environments
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