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Abstract In this paper, we consider security issues arising 
in the development of the wireless networks without 
infrastructure, with the rapidly changing composition of the 
elements of such a network The LEAP Initial Protection 
(LEAP-IP) protocol proposed, which closes the 
vulnerability of the LEAP at the network initialization stage. 
Advanced LEAP-IP protocol allows to resist attacks on the 
radio channel, physical attacks on the device, and is energy 
efficient, that is especially important for devices with a 
limited power resource. Also, a classification of self-
organizing networks and some variants of using the proposed 
pairwise authentication protocol is presented. 

I. INTRODUCTION 
Since the advent of the Internet, telecommunication 

technologies have changed and greatly improved [1]. Now we 
are witnessing a new round of development, in which more 
and more content is not created by people, but is generated by 
devices, which is a logical continuation of automation of all 
spheres of human activity [2]. This paradigm is called the 
Internet of things (IoT) and was first announced by the 
inventor Kevin Ashton in 1999 [3]. 

The rapid growth in the popularity of the IoT today is 
caused by a sharp drop in prices for sensors and 
microcontrollers [4]. 

IoT systems are used everywhere [5]. It is expected that in 
2018, the world spending on the IoT will reach $770 bln. 
Industrial production (Industrial Internet), transport (Machine 
Internet) and utilities (Environmental Monitoring) are 
foremost interested in such technologies [6]. 

This has given rise to many small companies offering their 
solutions designed to help staying safe in a rapidly changing 
environment. However, many large giants also devote their 
energies to researching in this field [7]. 

Security issues are the principal obstacle to the 
development of the IoT. If we do not focus on the security 
now, users will lose confidence in such solutions [8]. At the 
same time, security in the field of the IoT has its own 
specifics: 

IoT devices are very diverse, and therefore they may
have different potential vulnerabilities, which makes
traditional endpoint security models impractical.
Devices have a limited battery resource.
Most devices must work in real time.

Devices are usually developed for a long life cycle. In
this case, updating the software of devices is often a
difficult task.

Devices are usually deployed in unattended environments, 
which increases the risk of node capture and complicates the 
diagnostics [9]. 

An important issue in the development of IoT systems is to 
ensure the safe transfer of data at the device level. We can 
consider this level as a wireless sensor network. A wireless 
sensor network (WSN) is a self-organizing system consisting of 
low-power nodes connected with a radio channel, which can 
act either as the passive sensors for data collection or as the 
actuators. In a system constructed this way, the devices must 
communicate with each other and react to changes in the 
environment so that the assigned task is carried out [10]. 

The purpose of our work is to find the efficient algorithm 
for devices authentication in the networks with the lack of 
infrastructure (ad hoc like networks). 

In this paper, we will look at the prospective topologies of 
sensor networks in Section II and the existing authentication 
protocols in Section III. In Section IV, we will look at the 
identified vulnerability of the LEAP protocol that appears 
during the device initialization phase, and we will offer two 
alternative ways to close this vulnerability in Section V. In 
Section VI, we will present steps of the authentication protocol 
for the devices after their initialization. We'll describe the 
widespread attacks on sensor networks and show how the 
proposed protocol allows them to be avoided or mitigated in 
Section VII, and we will describe the features of using the 
proposed protocol in Section VIII. 

II. SENSOR NETWORK TOPOLOGY 

To date, the most common topology, which is used by 
developers of the IoT systems, as well as platform developers, 
such as [11-15], is the «star». It implies the presence of one 
base station, with which all subscribers are connected. This 
approach is the easiest to implement, but often it is not the most 
effective, so the various types of self-organizing networks are 
gaining in popularity. 

A self-organizing network is a network with a variable 
decentralized infrastructure [16]. Among the advantages of 
such networks, we would note: 

self-organization;

______________________________________________________PROCEEDING OF THE 22ND CONFERENCE OF FRUCT ASSOCIATION

ISSN 2305-7254



 self-recovering; 
 low required power consumption; 
 simple expandability; 
 high coating density.

Among disadvantages, we would note: 

 network complexity; 
 overhead for the network maintaining; 
 relay delay; 
 a high power consumption of repeaters.

With the development of technologies of self-organizing 
networks, there has also been confusion in their classification. 
Users began to use the term "ad hoc" to denote the direct 
connection of two computers, one of which was an access point 
and provided access to the Internet [17]. In most cases, people 
say "mesh", "ad hoc", "mobile ad hoc", etc., implying that this 
is the same thing. Nevertheless, there are fundamental 
differences between them. Let us consider some types of self-
organizing networks and their basic properties in order of 
increasing the provided capabilities and, correspondingly, 
increasing the complexity of their design. 

A. Mesh networks 
Mesh networks are mesh radio networks consisting of fixed 

routers that create a wireless backbone and a coverage area for 
mobile or fixed users with access to one of the routers. Mesh 
networks are based on the "star of stars" topology and have 
random connections of support nodes [18]. In Fig. 1 lines 
indicate the wireless connections of devices. 

Because of the hierarchical structure, such networks are 
easy to design. That is why today they are most common 
among self-organizing networks and are successfully used in 
communication systems and sensor networks. However, for the 
same reason they are less reliable because if one network node 
fails, all lower-level devices bound to it will also be unavailable 
[17]. 

Fig. 1. An example of mesh network nodes connection

The main properties of mesh networks are: 

 wireless; 
 dynamic.

For wireless communication we usually use standards such 
as IEEE 802.11 Wi-Fi for local and city networks, IEEE 

802.15.1 Bluetooth for home systems, IEEE 802.15.4 Zigbee 
for sensors. 

Under the dynamic nature of the network we mean that it is 
configured itself, without human intervention. In this case, it 
can require also control or statistical information between the 
nodes participating in the organization of the network for 
receiving and transmitting data (for example, for balancing the 
load and sending information about any network topology 
changing) [19]. 

B. Ad hoc networks 

The expression "ad hoc" came from Latin and translates as 
"for this case". Ad hoc networks are radio networks with 
random stationary subscribers, realizing completely 
decentralized control in the absence of base stations or support 
nodes. The topology of such networks is fixed and has an 
accidental connection of nodes (Fig. 2) [18]. 

Fig. 2. An example of ad hoc network nodes connection

An important feature of such networks is that the nodes of 
such a network are independent of each other and can be 
switched on or off at any time, which predetermines the 
random nature of the network structure. In such networks, the 
nodes are fully or partially functionally identical. The peer-to-
peer principle of organizing dynamic networks determines their 
high fault tolerance by eliminating the vulnerability of the 
central link, which is characteristic for systems with 
asymmetric functionality. In the case of communication 
networks, gateways or routers can represent such a link. Since 
each node is required to act as a router in the ad hoc network, 
the failure of any one of them is not critical for the network as a 
whole. In addition, the symmetry of the functionality of the 
nodes of the network creates the prerequisites for giving it the 
property of self-organization, which makes the network not 
only fault-tolerant, but also scalable and scalable [16]. 

Thus, the main properties of ad hoc networks are that they: 

 wireless; 
 dynamic; 
 decentralized.

The decentralization of the network is the absence of a 
single management center [19]. 
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A distinctive feature of the above technologies from other 
dynamic networks is the spatial stationarity of the nodes of the 
network. This greatly simplifies the solution of the task of 
routing data flows, since the dynamics of the network structure 
is manifested only in the fact that nodes can leave the network, 
which leads to the termination of the routes passing through 
them. Stativity of network nodes determines the number of 
neighbors that is limited for a given node and, thus, allows to 
create and store a complete network topology or its separate 
fragments on network nodes [16]. 

C. MANET networks 
MANET (Mobile Ad hoc NETworks) networks are radio 

networks with random mobile subscribers, implementing fully 
decentralized control in the absence of base stations or 
reference nodes. The topology of such networks is rapidly 
changing with random connection of nodes [18]. 

The MANET network is a special case of an ad hoc 
network. 

The main properties of MANET networks are that they: 

 wireless; 
 dynamic; 
 decentralized; 
 mobile.

The mobility of networks is the ability to move network 
nodes in space [19]. 

D. VANET networks 
VANET (Vehicle Ad hoc NETworks) are vehicle 

communication networks. They are hybrids of MANET 
networks [18]. 

A distinctive feature of such networks is that all nodes are 
constantly moving and can communicate with each other for a 
very short time, which greatly complicates the information 
routing. 

In some systems, the end devices can be constantly moved 
and should be provided with communication at any point. In 
this article, we will look at the device authentication protocol, 
which, on the contrary, implies the static nature of the 
subscribers, and ensures that the device cannot work at its 
considerable distance from the place of its initialization. 

III. PROTOCOLS OF AUTHENTICATION OF DEVICES IN SENSOR 
NETWORKS

Over the past few decades, many protocols have been 
proposed for authenticating devices in sensor networks. Most 
of them are based on the ideas of several basic protocols, which 
we briefly describe below. 

A. EG Scheme 
In the scheme proposed by Esheneauer and Gligor [20], 

before deployment, the server must generate a large pool of 
keys and write to each device a randomly selected subset from 
this pool. After deployment, any two neighboring network 

devices with a certain probability will have at least one shared 
key. 

This basic scheme has a number of shortcomings: 

 The device ID is not used, which does not allow to find 
out which device is being authenticated. 

 When capturing one device, all devices that have at 
least one public key with this device are compromised. 

 When scaling the network, large subsets of keys must 
be written to the devices, otherwise, the probability of 
coincidence of at least one key on two neighboring 
devices will be very small.

Later this scheme was improved. In RKS-K [21] devices for 
authentication need not one, but several common keys, on the 
basis of which the pair key is considered. Also in this scheme, 
it is proposed to use identifiers in addition to common keys, 
which makes it possible to uniquely identify the interlocutor. 
To update the pairing key, it is suggested to transfer it by parts 
on several different routes, which will not allow the attacker to 
intercept the new key if he does not have access to a sufficient 
number of neighboring devices. Despite the increase in the 
cryptographic strength of such a scheme, it retains a number of 
shortcomings: 

 A large communication resource is used. 
 With the increase in the number of captured devices, 

the probability of compromising the entire network 
increases. 

 The constraint on a maximum number of devices in the 
network is retained.

In PKS-MP scheme [22] was suggested to write a subset of 
keys to devices based on the probability of where the device 
will be installed. If two devices are most likely to be installed 
side by side, the same shared key will be added to their subsets. 
Thus, fewer keys could be written to the devices, which 
removes the restriction on the size of the network. However, in 
practice, it is rather difficult to determine in advance where a 
particular device will be installed. 

B. TESLA 
A digital signature requires asynchrony. Nevertheless, 

classical asynchronous algorithms require a large computing 
resource. In [23] it was suggested to achieve asynchrony with 
time by using only synchronous cryptographic primitives. In 
this scheme, the message and signature are sent at different 
time intervals. The signature is based on a keychain, where 
everyone can calculate any previous key, but the next key can 
only calculate a device that has a secret. 

In this scheme: 

 For the operation of the circuit, it is necessary to 
synchronize the devices in time. 

 There is a big delay in calculating the key. 
 For large networks, a very large number of messages 

are required. 
 Each device is activated separately during the initial 

initialization.
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Based on this scheme were μTESLA [24] and Multilevel 
μTESLA [25] proposed, optimized for large networks by the 
use of broadcast. 

Later the RPT scheme [26] was proposed, which allows 
instant authentication of the message, but requires sending 
messages at regular and predictable intervals. 

C. BiBa 

In BiBa [27] to sign the message, the sender first computes 
the hash from the message and selects on its basis one one-
way function from a certainly predetermined subset of one-
way functions. With its help, the sender also considers hashes 
from pre-generated random numbers and seeks a collision 
among the resulting values. The collisions found will be the 
signature of the message. The cryptographic stability of this 
protocol is ensured by the fact that the sender will find 
collisions with greater probability that an attacker who does 
not know the entire set of random numbers generated by the 
sender even if he has captured several devices. 

In this scheme: 

Messages are quickly verified.
Messages signs for a very long time.

In HORS [28] protocol allows you to sign messages faster 
because the choice of a one-way function from a 
predetermined subset is optimized. 

D. LEAP 
Basic LEAP [29] protocol is designed for use in a 

hierarchical mesh network. In this case, several types of keys 
are allocated for different types of messages. The private key 
is used to encrypt messages between the device and the server. 
The device's paired key is generated with its neighbors based 
on the master key (MK) and device IDs. The master key is 
deleted from the device memory after the pairing keys are 
created. The cluster key is generated by one of the devices for 
all neighboring keys and is transmitted to them by means of 
paired keys. The group key is one for all network. One of the 
drawbacks of this scheme is that if an attacker manages to get 
the master key from the device's memory before it is deleted, 
then it gets access to the entire network. 

In TB-LEAP [30] for each time interval, you use your 
master key, which narrows the area of compromised devices 
when you capture the master key from the entire network to 
one cluster. Next, we will look more closely at the LEAP 
protocol, and suggest an improvement of the scheme 
considered in [31]. 

TABLE I. COMPARISON OF PROTOCOLS OF AUTHENTICATION OF DEVICES IN SENSOR NETWORKS

Protocol 
Property  

Resistance to device 
compromise 

Immediate 
authentication 

Message sent in 
irregular times Determinism Scalability 

μTESLA + - + + -

Multicast 
μTESLA + - + + +

RPT + + - + +

EG - + + - -

PKS-K - + + - -

PKS-MP - + + - +

BiBa + + + - +

LEAP +(-*) + + + +

TB-LEAP +(-*) + + + +

In Table , the described protocols are compared at a 
qualitative level according to the criteria proposed in [26]. 

Resistance to device compromise is one of the most 
important properties of the authentication protocol in the 
sensor network. It implies that the device captured by an 
attacker does not allow to compromise the entire network. 

Immediate authentication means no authentication delay, 
which occurs in protocols based on TESLA. 

Some protocols, for example, RPT, require sending 
messages at regular intervals, which can be inconvenient or 
even unattainable in practice. 

The scalability feature includes the ability to connect a 
large number of devices, as well as the ability to connect new 
devices after the initial deployment phase is over. 

Many authentication protocols are probabilistic. In them, 
cryptographic material is randomly distributed across devices, 
and there is a possibility that neighboring devices cannot 
generate a paired key or they will need a large number of 
attempts. 

As can be seen from Table , among the deterministic 
protocols, three groups can be distinguished according to the 
existing flaws (- in the table). When analyzing the LEAP 
protocols in this paper, a vulnerability at the initialization 
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stage (which is marked in the table with the sign -*) was 
detected. 

IV. LEAP VULNERABILITY TO ATTACK AT DEVICE 
INITIALIZATION PHASE 

In basic LEAP protocol during device initialization, the 
device sends broadcast requests with its own identifier and 
waits for a response from neighboring devices with their 
identifiers. All identifiers are not encrypted. 

u  *: IDu 

v  u: IDu, H(H(IDv||MK), IDu||IDv) 

where u – is a new device; v – one of the devices that 
responded to the request of u; H() – cryptographic hash 
function. 

In such a scheme, a vulnerability is possible, which can be 
used to compromise the entire network by capturing just one 
device. Next, we consider in more detail the version of the 
attack and ways to protect it from it. 

Algorithm 1 Attack on LEAP 
1: Device u during initialization sends a broadcast request: 

u  v: IDu. 
2: Device v responds: 

v  u: IDu, H(H(IDv||MK)||IDu||IDv) (1) 
where IDu is u identifier, 
IDv is v identifier, 
MK – is master key. 
3: Attacker E intercepts (1). 
4: Device u generates a pairwise key: 

Ku,v = H(IDu||IDv||MK), IDu < IDv 
5: A new device k is added to the network and broadcasts: 

k  *: IDk 
6: Attacker E responds with a response intercepted 
previously: 

E  k: IDu, H(H(IDv)|| IDu||IDv) 
7: Device k based on the response of  calculates pairwise 
key: 

Kk,v = H(IDk||IDv||MK), (IDk<IDv) 
8: Attacker captures k, and gets the key Kk,v. 
9: An attacker can communicate with v appearing as k. 

Thus, an attacker can get paired keys to communicate with 
the devices he needs v by intercepting their responses (1) to 
the initialization request and capturing one device k. Next, we 
will propose and analyze the possible options for protection 
against the described attack. 

V. POSSIBLE SUPPLEMENT OF THE LEAP PROTOCOL TO 
PREVENT VULNERABILITY AT THE INITIALIZATION STAGE

Depending on the specific implementation of the system, 
we can use devices that expend different energy resources for 
different operations. Next, we will consider two schemes, and 
when choosing the optimal of these two schemes, you should 
consider which of the operations in a particular system 
requires less resource: wireless data transfer or digital 
signature verification. 

A. Symmetrical scheme: 
The scheme includes the phase of setting up devices on the 

server, deploying the network and the phase of adding new 
devices. 

When initialized, the server generates a unique identifier 
for each device, the master key and writes them to the devices. 
Next is the phase of deployment of the network, during which 
all devices are new i.e. they still store the master key. 

Algorithm 2 Symmetric deployment 
1: Device u broadcasts: 

u  *: IDu, H(IDu||Ru||MK), Ru , new 
where Ru – this is a random number generated by u, 
new – is a string that allows you to understand that the 
device is still storing . 
2: Device v calculates H(IDu||Ru||MK), and  
if it coincides with what u sent, then sends: 

v  u: IDv, H(IDv||Rv||MK), Rv, new 
where Rv – this is a random number generated by v. 
3: Device u verifies signature, and  
if it is correct then calculates 

Ku,v = H(IDu||IDv||MK), IDu  < IDv (2) 
4: Device v calculates 

Kv,u = H(IDu||IDv||MK), IDu  < IDv (3) 
5: Device u generates a key 

Ku,u = H(IDu||MK) (4) 
needed for further network scaling. 
6: Device v generates key Kv,v similarly to (4). 
7: Device u deletes . 
8: Device v deletes . 

As we can see (2) and (3) have the same values, which will 
then be used as a pair key for u and v devices. During 
symmetric initialization of the network, an attacker can 
intercept device identifiers and random numbers generated by 
them, but without the MK, this will not allow him to calculate 
the paired key. 

Since after the initial deployment of the network, the 
installed devices delete the master key, we need a different 
scheme to add new devices to the network. 

Algorithm 3 Symmetric new device addition 
1: New device u broadcasts: 

u  *: IDu, H(IDu||Ru||MK), Ru , new (5) 
where Ru – this is a random number generated by u. 
2: Device v responds with its identifier with a 
confirmation ACKv: 

v  u: IDv, ACKv = H(IDu||IDv||Ru||Kv,v), old (6) 
where old – this is a string informing that v no longer 
stores MK. 
3: Device u calculates Kv,v according to (4), and  
if calculated value H(IDu||IDv||Ru||Kv,v) coincides with 
ACKv then saves Kv,v 
else deletes Kv,v. 
4: Device u deletes . 

It can be seen that an attacker can not, intercepting the 
request for initialization (5) of the device u, use this request 
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elsewhere in the network to force the new device v to generate 
the pair key Kv, u because the device u the attacker can not 
sign the random number Ru, and u will delete the key. But in 
this case, the device v must respond to each request (5), and in 
return must consider and forward (6). 

B. Asymmetrical scheme: 

Algorithm 4 Asymmetric pre-deployment 
1: Server generates keys for digital signature (MK = Kpriv, 
Kpub) and writes them to devices. In this case, the master 
key in such a scheme is the secret key Kpriv. 
2: Server generates a unique identifier for each device, and 
writes them to devices. 

 

Algorithm 5 Asymmetric deployment 
1: Device u sends signed: 

u  *: IDu, HMK(IDu) 
where H () — is a signature with the MK. 
2: Device v verifies the signature with a public key Kpub, 
and  
if the signature is correct, then sends: 

v  u: IDv, H(IDv||Rv ||MK), Rv ,new 
3: Device u verifies the signature and  
if it is correct then calculates Ku,v similarly to (2). 
4: Device v calculates Kv,u similarly to (3). 
5: Device u generates key Ku,u similarly to (4). 
6: Device v generates key Kv,v similarly to (4). 
7: Device u deletes . 
8: Device v deletes . 

 

Algorithm 6 Asymmetric new device addition 
1: Device u sends: 

u  *: IDu, Ru, HMK(IDu||Ru) 
2: Device v verifies signature and if it is correct then 
responses: 

v  u: IDv, ACKv = H(IDu||IDv||Ru||Kv,v), old  
3: Device u calculates Kv,v similarly to (4) and 
if H(IDu||IDv||Ru||Kv,v) coincides with ACKv, then saves 
Kv,v 
else deletes Kv,v. 
4: Device u deletes . 
 

The asymmetric scheme differs from the symmetric one in 
that the first broadcast request is also signed. 

It is important to note that the performance of an 
asymmetric operation will use much more energy. However, 
its use will make it possible while a DoS (Denial of service) 
attack not to respond to an attacker's messages. Thus, if there 
are no attacks during the network operation, the devices will 
perform only one extra asymmetric operation, and in the attack 
they will not spend the resource on the answers, but they will 
have to consider asymmetric operations. 

We also note that either in the symmetric scheme or in the 
asymmetric at the stage of deployment and initialization of the 
new device, the new devices store the master key, so the 

capture of the device during this phase will allow an attacker 
to compromise the entire network. 

VI. DEVICE AUTHENTICATION 
When choosing an authentication protocol for an ad hoc 

network, it is important to understand that in addition to 
threats such as unauthorized access and data substitution, there 
is also a threat of battery discharge of the device [9]. In order 
to counter this threat, it is necessary to reduce the computing 
costs of the device during authentication. 

Considered protocol: 

Algorithm 7 Device authentication 
1: Device u sends authentication request: 

u  v: IDu (7) 
where u – the device that wants to send a message, v – 
receiving device.  
2: Device v sends random number Rv with an 
acknowledgment: 

v  u: Rv 
3: Device u calculates the session key: 

Kauth = H(Ku,v||IDu||Rv) (8) 
4: Device v calculates the session key similar to (8). 
 

As seen from (7), authentication is always initiated by the 
sending device. The role of the receiving device is to generate 
and transmit a random number for each device that wants to 
authenticate, and calculate the session key based on it and 
passively listen to the channel. 

It is important to note that due to the use of a cryptographic 
hash function, for example, [32], it is not necessary to change 
the session key when the device attempt fails to authenticate. 
The new key will be generated only for the new session. 

VII. ATTACKS TO SENSOR NETWORKS 
Since there can be many devices in the sensor network and 

they can be spread over a large area, often an attacker can gain 
direct access to the device [23]. Therefore, it makes sense to 
consider separately those threats in which an attacker has 
access to the device, and those for which only wireless access 
is used. 

A. Attacks without access to the device: 
Being in the WSN radio zone, an attacker can intercept 

traffic and create malicious traffic.  

Here, the following attacks can be carried out: 

1) DoS 
DoS attack is an attempt to make the device inaccessible to 

its real subscribers. Due to the very limited computing 
resources and the battery charge, IoT devices are particularly 
vulnerable to this type of attack. 

The proposed protocol mitigates the impact of such attacks 
because it frees the device from having to calculate a new 
session key every time another device attempts to authenticate. 
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When the device receives a request for an attempt to 
authenticate it must count (8). In this case, if the transmitting 
device successfully passes authentication, then the receiving 
device exits the energy-saving mode and continues to service 
the trusted subscriber. If the transmitting device does not 
authenticate, the receiving device does not recalculate the 
session key and does not get out of sleep. 

An attempt may also be made to launch a DoS attack not 
with messages, but with authentication requests. To avoid such 
an attack, two schemes are proposed in this paper. The 
synchronous scheme uses only symmetric cryptographic 
primitives to verify the authenticity of the interlocutor but 
requires one additional transfer. The asymmetric scheme 
allows not to respond to non-trusted requests, but it uses 
asymmetric primitives that consumes more energy. 

2) Interception
Listening to the channel may allow an attacker to obtain 

confidential data. To avoid this, the transmitted messages must 
be encrypted. To simplify key management during encryption, 
in some cases, you can use the session key (8). However, we 
recommend using a unique key to encrypt the transmitted data 
on each device and decrypt them not on every intermediate 
node of the network, but on the server. In this case, the keys 
for decryption must be stored on the server. 

3) Spoofing
To protect data from spoofing, it is not enough to encrypt 

them. You have to use a digital signature for the messages you 
send. For this procedure, it is also possible to use a session key 
(5). 

B. Attacks with access to the device: 
After accessing the device, an attacker can access the 

device's memory. 

Here the following attacks can be carried out: 

1) Spoofing
If an attacker has access to the device's memory, he can 

extract cryptographic material and partially or completely 
replace the device [14].  

At the same time, it is important not to allow an attacker 
who gained control over one device to gain control over the 
entire sensor network. This requirement is ensured by the fact 
that for each pair of devices the session key is unique. If the 
device is added to the network after initial network 
deployment, the paired key (4) may not be unique, but by 
using the transmitter’s ID in (8), the session key will be 
unique. Thus, an attacker can only forge an authentication 
procedure from a captured device. 

It is believed here that the MK was removed from the 
device before the attacker got access to it. 

2) Interception
By controlling the device, an attacker can scan traffic 

passing through it. To avoid scanning telemetry data on the 
repeater, the data could be decrypted not on each node, but on 
the server. 

3) Moving the device
When an intruder accesses the device, he can move it to a 

location from which the device will send incorrect telemetry 
data or even clone the device. 

The proposed authentication protocol allows you to move 
the device only within the scope of the device with which it is 
authenticated. If you move the device from another part of the 
network, it will not be able to generate pair keys with new 
neighbors because for this MK is needed. Thus, illegal 
movement of the device is impossible. 

VIII. THE USE OF CONSIDERED PROTOCOL

The proposed LEAP-IP protocol is designed for use in ad 
hoc networks since it is designed for a point-to-point 
interaction of nodes with symmetric functionality. However, it 
does not prevent to use it in mesh networks with a complex 
hierarchy. 

Despite the fact that the protocol is not suitable for use in 
MANET and VANET networks, this does not mean that its 
subscribers cannot move. There are possible system 
architecture options in which mobile subscribers collect 
information for some time, and transmit it to the repeater by 
returning to the initialization point of the device. 

In addition to authentication, the protocol can provide keys 
that can be used to encrypt and sign the transmitted messages. 

Since the algorithm guarantees the inability to use the 
device outside its initialization zone, it can be used for local 
positioning. Such a system will not be very accurate but does 
not require any additional equipment of the device. 

Depending on the characteristics of the particular system, 
the use of an asymmetric scheme will be optimal if the device 
spends more resources on the data transfer than on the digital 
signature calculation and the use of symmetrical scheme 
otherwise. 

Since the master key is used for the calculation of the 
paired keys during the initialization phase of the network, it is 
important to prevent the key from being received by the 
attacker. After receiving the MK attacker can forge messages 
from any device on the network. 

It is important to understand that to scale the network you 
will have to store the MK on the server to record its not new 
devices. Therefore, it is necessary to protect not only new 
devices from physical attacks before they are initialized, but 
also to protect the MK on the server. 

We also cannot unquestioningly trust the data that came 
from the sensor network. It needs to be checked and logged on 
server. 

IX. CONCLUSION

In this paper, a simple and effective LEAP-IP protocol for 
authenticating devices in a sensor network is proposed, which 
ensures that the device cannot be moved unauthorized in a 
wireless sensor network. The proposed protocol provides 
protection from interception and spoofing data at all phases of 
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the network operation, and also avoids large energy losses 
when the system is attacked. 

This protocol is suitable for use in non-mobile ad hoc and 
mesh networks and provides simple and secure scalability of 
the system. 

In the future, it is supposed to simulate the operation of the 
protocol, determine the optimal size of the master key and 
device identifiers, and also select an energy efficient hash 
function for use in the proposed protocol.  
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