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Abstract—The problem of virtual machine placement on
physical servers in cloud data centers is considered. The resource
management system has a two-level architecture consisting of
global and local controllers. Local controllers analyze the state of
physical servers on which they are located and determine possible
underloading, overloading, and overheating states based on the
forecast for the next observation window. The global controller
gathers the information from local controllers and start the
process of destination server selecting and virtual machines
migrating. In this paper we propose to place virtual machines
based on the criteria of minimum resource wastage and SLA-
violation. The mathematical formulation of the optimization
problem is given, which is equivalent to the known main
assignment problem in terms of structure, necessary conditions,
and the nature of variables. Reducing the assignment problem to
a closed transport problem allowed us to effectively solve the
problem of multicriteria virtual machine placement in real time.
We could significantly increase its dimension compared to
heuristic algorithms, which makes it possible to maintain the
quality of cloud services in conditions of rapid resource demand
growth of data centers. The developed mathematical formulation
of the problem and the results of computational experiments can
be included in the mathematical software of virtual machine live
migration.

I. INTRODUCTION

There are increasing demands on the data center resources
due to the growth of Internet traffic, the emergence of "big
data", the development and spread of cloud services and
artificial intelligence systems. Data centers must provide
sufficient resources to hosted applications, which workload can
vary significantly over time.

In order to avoid performance degradation, dynamic
reallocation of resources is used. In cloud data centers, resource
allocation is performed by moving virtual machines (VM)
between physical servers. This process is called virtual machine
migration. If the migration occurs without interruption of the
VM, then this migration is called "live". Such migration allows
data centers to guarantee service level agreements (SLAs),
balance the load between physical machines (PM), and host
VMs on fewer PMs to improve overall resource utilization and
reduce resource wastage. Servers released by this process can
be turned to lower power states (such as suspended or turned
off) with the goal of minimizing the overall power
consumption.
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In addition, information resources can be redistributed
between different data centers in accordance with the resource
demand, for example, due to time zones. This makes us look
for efficient and fast algorithms for resource allocation, taking
into account the growing dimensions of problems.

The process of dynamic resource allocation includes three
stages: monitoring servers for detecting critical situations, VM
selection for migration and destination server selection [1-3].

This paper focuses on the third stage: destination server
selection for hosting virtual machines. The problem of multi-
criteria optimization is set and the method to find the solution is
chosen.

The main contributions of this paper are the following.

1) Formal definition of multi-criteria optimization of
virtual machine placement in the form of assignment problem.

2) Reducing the assignment problem to a closed transport
problem allowed to find exact solution of the VM placement
problem in real time and significantly increase its dimension.

3) Competitive analysis of proposed solution with the First
Fit Decreasing (FFD), Best Fit Decreasing (BFD) heuristics
based on simulation evaluation.

The remainder of the paper is organized as follows. In
Section 2, we highlight several relevant research works. In
Section 3, the typical cloud data center resource management
system is discussed. Section 4 provides the system overview,
assumptions, and problem description as well as mathematical
statement of the VM placement problem. The proposed method
to solve the VM placement problem is presented in Section 5.
Section 6 reflects the simulation environment and the
performance evaluation. Finally, Section 7 concludes the
article.

II. RELATED WORKS

Nowadays, [aaS providers mostly rely on either static VM
provisioning policies, which allocate a fixed set of physical
resources to VMSs using bin-packing algorithms, or dynamic
policies, capable of handling load variations through live VM
migrations and other load balancing techniques. These policies
can either be reactive or proactive, and typically rely on
knowledge of VM resource requirements, either user-supplied
or estimated using monitoring data and forecasting [4]. These
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approaches can be applied together and included in the main
work cycle on resource management in cloud data center [5].

Most of the works that considered static VM placement use
bin-packing or knapsack statements of VM placement problem
[6-9]. These problems belong to the class of NP-hard problems.
Therefore, in practice greedy heuristics such as FFD, BFD and
their modifications are widely used for destination server
selection to place migrating VMs [2, 10, 11]. However, as VM
consolidation is a NP-hard problem, greedy approaches are not
guaranteed to generate near optimal solutions.

Recently, Ant Colony Optimization (ACO) metaheuristics
and genetic algorithms have been used to address bin packing
problem and VM consolidation [1, 9, 12, 13]. However, such
approaches are not guaranteed to give optimal solutions.
Furthermore, some works [12, 13] take into account only one-
dimensional resource.

The time required to solve the optimization problem is one
of the major factors that affect the quality of real-time decision-
making. One cycle of operation of the controller lasts a few
minutes. In work [2], a 5-minute cycle was used for simulation.
In [1], a 2-minute cycle was used to monitor processor load,
and a 6-minute cycle was used to detect low energy efficiency.
In work [14], the problem of choosing the optimal window size
to ensure the stability of the migration process was considered.
It is based on the estimation of migration duration given in the
works [15,16]. During this time, the controllers must detect a
problem on the servers (overload, underload, or overheating),
select the VMs for migration and servers for hosting the VMs,
and migrate them. Delays in decision-making can lead to
significant penalties for violating SLA agreements and
additional operating costs. An unregulated increase in delays
will make it impossible to implement innovative high-yield
cloud data center services.

Some dynamic VM consolidation approaches [17,18] try to
pack VMs into a minimal number of servers while reducing the
number of migrations. In this paper, we do not discuss the issue
of initiating migration, but suggest that it is necessary. The
question is which physical servers for hosting the VMs to
choose.

Multicriteria placement problems were considered in [1, 3,
6,9, 13, 19]. To solve such multi-criteria problems, methods of
forming a generalized criterion are most often used [1,2,6,9]. In
[19], the method of hierarchy analysis was used to select the
server, which is not appropriate in real time. A detailed
overview of existing VM placement algorithms can be found in
[20].

However, most of the above works do not guarantee an
exact solution and have not fully considered the issues of
dimension and solving time. Therefore, it is advisable to
formulate the problem that would allow to scale resources over
a wide range and make it possible to get an exact solution in
real time.

ITII. SYSTEM ARCHITECTURE

Dynamic allocation of computing resources with live
migration of virtual machines is the main stage of the cycle of
the cloud data center management system, the block diagram of
which is shown in Fig. 1.
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A typical cloud data center resource management system
has a two-level architecture consisting of global and local
controllers.
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Fig. 1. System architecture

Local controllers constantly analyze data derived from the
monitoring system about the state of the physical servers on
which they are located. Possible states of underload, overload,
and overheating are determined based on the forecast for the
next observation window. System indicators are checked
sequentially in accordance with the importance of the criteria,
while the monitoring process is carried out continuously,
including the VM migrations (Fig. 2).
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Fig. 2. Controllers' algorithms

If one of these states is detected, the local controller sends a
message to the global controller that initiates the VM migration
process: the VMs to migrate and the destination servers are
selected. Destination server selection is a critical step, since an
unsuccessful server selection can lead to new undesirable
migrations, since the migrations themselves additionally load to
the system which leads to performance degradation and
downtime of virtual machines.
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IV. THE PROBLEM STATEMENT

The process of virtual machine hosting on physical servers
is described by a number of indicators: resource efficiency [1,
3, 9], power consumption [1, 3,9, 11, 21, 22, 17, 23], uniform
temperature distribution [1, 3], SLA-violations [1,3,5], load
balancing [10], traffic minimization [24, 25], and others. In [3]
a combined metric is proposed that captures both the level of
SLA violations and energy consumption.

In this paper, we consider only one of the stages of the data
center resource management cycle, namely, the selection of
destination servers for hosting virtual machines. It is assumed
that the VMs have already been selected for migration.
Therefore, such a criterion as energy consumption is not
suitable for this task. The most appropriate criteria are uniform
resource utilization and the level of SLA violations.

Suppose that there are N active PMs and the same number
of VMs for migration. These PMs are running and can serve
other VMs.

For each VM, the VM,V processor performance and
VMM i=1,..., N RAM size are set. Each server has its own
characteristics: the PM,"""~ processor performance and RAM
(PMjRAMfO), and some of the resources are already occupied by
other VMs. The occupied part of the processor is denoted as
PM"%-! and the occupied part of the memory is denoted as
PM,-RAM—I. Let's assume that the PM has enough physical
resources to host any VM.

The global controller must define the PMs to which the
VMs will be moved. Since placement occurs dynamically over
a single controller cycle, only one VM can be placed on each
individual server, just as each VM can be placed on only one
server (Fig. 3).

PMs
Fig. 3. Illustration of VM placement problem

VMs

The problem is to find the optimal placement of virtual
machines, taking into account the minimum decision-making
time for the placement process, which does not exceed the
controller's operating cycle of 2-6 minutes.

Let's assume that a VM hosted on a server takes up all of its
allocated memory and CPU time. Then we denote u,-jCP Y the
CPU load of server j after placing the VM i, and ug,RAM the
memory load of server j after placing the VM i.
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The resource wastage criterion reflects how unbalanced
resources are used on each server. The remaining resources on
each server must be balanced across several types of resources.
For example, an unsuccessful placement of virtual machines is
a placement where all the server memory is used and the
processor is low-loaded.

The resource wastage criterion can be formulated as
follows:

RAM CPU RAM
u, )=1—-u_ -u
J 7

[l 3)

This criterion reflects how fully the resources of various
types of servers are loaded. The values of this criterion range
from 0 to 1. The closer the criterion value is to zero, the better
the server resources are loaded.

ij

Another criterion considered is SLA-violation. The quality
of service requirement for a cloud service is set as the average
response time, which depends mostly on the CPU utilization. If
a certain utilization threshold is exceeded, the application
performance degrades and the response time increases. In [23],
the influence of the utilization threshold on SLA violations was
investigated. Most works uses utilization threshold in the range
of 80-90% [1, 10].

The following logistic function is selected as SLA-
violation criterion:

1

~(u;"~0.8)

ijA(u;"’”) =1-
l+e

“4)

The value of this function also belongs to the range from 0
to 1. At the threshold point u,-jCP Y = 0.8, the function value is
0.5 and increases rapidly when the threshold value is exceeded.
This criterion should be minimized.

A.  Mathematical statement of the problem

Let x; are task variables that will correspond to the VM's
assignment to the PM. In this case, x; = 1 if the i-th VM is
assigned to the j-th PM for execution, and x; = 0 if the i-th VM
is not assigned to the j-th PM for execution.

The mathematical formulation of the VM placement
problem is as follows:

N
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where the set of acceptable alternatives 7 is formed by the
following constraint system:

N

Dox, =LVie{l2,... N}
=

N

inj_ =1,Vje{,2,...,N}

i=1

x, € {0,1},Vi, j € {1,2,...,N}

The formulated problem in structure, necessary conditions,
and character of variables is equivalent to the well-known main
assignment problem.

The classical statement of the assignment problem is
formulated as follows. There are a finite number of types of
work that can be performed by potential candidates. However,
each candidate can be assigned to only one job, and each job, in
turn, must be performed by only one candidate. The
effectiveness of each job performed by any of the potential
candidates is known. It is necessary to distribute all candidates
by job so that the overall performance of all work is the
highest. The evaluation function in this task is the overall
performance of all work, and the restrictions are additional
conditions for each job to be performed by only one candidate
and for each candidate to participate in only one job.

V. METHOD OF SOLUTION

The problem presented in this paper belongs to the class of
multi-criteria problems, for which several approaches and
methods of solving have been developed, the most common of
which is the linear convolution method. It consists in assigning
coefficients in a linear convolution of the initial criteria in one
way or another and then finding its extremum on the set of
acceptable alternatives. According to this method, the solution
found in this way is considered the best [26]. In addition, this
method is most suitable for solving problems with binary
variables. Thus, the transition from a multi-criteria task to a
single-criteria one is actually carried out.

A special Hungarian method was developed for solving the
single-criteria assignment problem [27]. The originality of this
method is based on the following property of the cost matrix. If
an arbitrary constant number u; is added to all elements of the
¢; of a certain i-th row, and an arbitrary constant number v; is
also added to all elements of the j-th column, then a new cost
matrix with elements will be obtained: d;; = ¢; + u; + v;. Thus,
the idea of finding the optimal solution to the assignment
problem using the Hungarian method is to move to an
equivalent problem by modifying the objective function and the
system of constraints: the smallest elements are sequentially
subtracted from the elements of each row and each column of
the original cost matrix. After that, obtaining a feasible solution
is analyzed. If a feasible solution is obtained that corresponds
to zeros in the modified cost matrix, then it is the optimal
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assignment. If the solution is invalid, then further modification
of the cost matrix is performed. This approach made it possible
to obtain solution in polynomial time: the complexity O(n*)
[27] and O(x®) in [28]. However, this method is not intended
for solving multicriteria and high-dimensional problems.

It is known [28, 29] that the assignment problem can be
reduced to a closed transport problem by replacing the
constraint with x; > 0. This makes it possible to use well-
known and available software to get the optimal solution. Let's
choose this method for solving the problem of placing virtual
machines on physical servers.

As a result, the problem statement will look like this:

N N

j CPU RAM
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where a,, a, — criteria weights; , +a, =1, a,a, 2 0.

This task is solved if the number of servers is equal to the
number of virtual machines. In this case, it can be reduced to a
closed transport problem. However, if the number of servers
and VMs is not equal, we can use the technique that is used to
reduce an open transport task to the closed one—by
introducing dummy nodes. The disadvantage of this method is
the possibility of an increase in computational costs for
bringing the problem to a balanced form. However, reduction
to a closed transport problem allows us to solve the problem of
multicriteria and significantly expand the scalability of the
problem.

VI. PERFORMANCE EVALUATION

As the targeted system is an laaS, a Cloud computing
environment that is supposed to create a view of infinite
computing resources to users, it is essential to evaluate the
proposed resource allocational algorithms on a large-scale
virtualized data center infrastructure. However, it is extremely
difficult to conduct repeatable large-scale experiments on a real
infrastructure, which is required to evaluate and compare the
proposed algorithms. Therefore, to ensure the repeatability of
experiments, simulations have been chosen as a way to
evaluate the performance of the proposed method.

Two series of experiments were conducted to evaluate the
proposed multi-criteria approach to VM placement in terms of
placement efficiency and scalability. The resource settings of
the virtual machines were generated randomly. The CPU
performance of virtual machines in GHz is evenly distributed
from the following set of values {0.25, 0.5, 1, 1.5, 2, 2.5, 3, 4}
and a memory in GB is distributed from the same set of values.
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The number of available PMs and VMS is set as the initial
values for simulating data centers of various sizes.

Table 1 shows the parameter settings for two sets of
experiments. Sets of random input data are generated for each
series of experiments. Each experiment was performed 20
times. The results are averaged.

TABLE I. THE VALUES OF THE PARAMETERS OF THE EXPERIMENT

The size of the data center
50 PM, 50 VM
50~250 VMs and PMs

A series of experiments
The effectiveness of allocation
Scalability

In each set of experiments, the proposed multi-criteria
algorithm was compared with the practical heuristic algorithms
for the bin packing problem.

Best Fit Decreasing algorithm (BFD)—the list of servers is
sorted in descending order according to the performance of the
processor (bfd cpu) or memory (bfd mem), then each VM is
assigned to the server so that the remaining resource used
(processor or memory) is minimal.

First Fit Decreasing algorithm (FFD)—the list of servers is
sorted in descending order according to processor performance
(ffd_cpu) or memory (ffd mem), then each VM is assigned to
the first matching server in the list.

When solving the optimization problem using the
convolution method, the values of the vector of weight
coefficients changed in the range (0,1; 0,9) ~ (0,9; 0,1) in
increments of 0.2.

The minimum and maximum values for each criterion were
also calculated, and the normalized values of the criteria were
calculated relative to them. Results on criteria for SLA-
violation and resource wastage for the bfd cpu, bfd mem,
ffd_cpu, ffd mem, and a, «; = 0,1; 0,3; 0,5; 0,7; 0,9 shown in
Fig. 4 and Fig. 5.

As it can be seen, in accordance with the bfd cpu
algorithm, virtual machines were placed more densely on the
servers and, as a result, there is the highest level of violation of
SLA agreements. Also, the algorithms bfd cpu, bfd mem,
ffd cpu, ffd mem, being single-criterion, demonstrate
inefficient loading of several types of resources (Fig. 5). In this
regard, convolution is the preferred method, giving an efficient
solution on two criteria. Based on the results of computational
experiments, we can conclude that solving the problem of
optimizing the placement of virtual machines as a transport
problem allows us to find the optimal value according to two
criteria in comparison with heuristic algorithms.

The second series of experiments was aimed at determining
the run time depending on the dimension of the problem. The
transport problem was solved by the simplex method
implemented in the lpSolve package for the R language on a
Pentium(R) Dual-Core CPU E5700 3 GHz 4 GB RAM. The
solution time depending on the problem dimension is shown in
Table II.

The dependence of the problem solution time on the
dimension is quadratic O(n®) with the approximation
confidence value R? = 0.9916 and is shown in Fig. 6, that is
better than Hungarian algorithms. The computational
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complexity of the algorithm for solving this problem is optimal
relative to the order of complexity [30].

o IIII

bid_cpu bid_ram ffd_cpu ffd_ram 0.1 0.3 05 0.7 09

80

60

40

SLA violation criterion (Normalized)
20

Fig. 4. Normalized values of the SLA violation criterion for various algorithms
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Fig. 5. The normalized values of the resource wastage criterion

TABLE II. THE DEPENDENCE OF THE SOLUTION TIME ON THE PROBLEM
DIMENSION.

The size of the data center | The computation time (s.)

50 VMs, 50 PMs 0.73
100 VMs, 100 PMs 1.72
150 VM, 150 PMs 4.84
200 VMs, 200 PMs 11.44
250 VM, 250 PMs 22.17
g -
5 =
E o
@
o
o |
T T T T T T
0 50 100 150 200 250

Number of Vs

Fig. 6. Solution computation time for large problem instances

VII. CONCLUSIONS

To increase profits cloud providers have to apply resource
management strategies, such as dynamic consolidation of VMs
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and switching idle servers to power-saving modes. However,
such consolidation is not trivial, as it can result in violations of
the SLA negotiated with customers. The process of dynamic
resource allocation includes three stages: monitoring servers for
detecting critical situations, VM selection for migration and
destination server selection. This paper focuses on the third
stage: destination server selection for hosting virtual machines.
The problem of multi-criteria optimization of virtual machine
placement is set in the form of assignment problem.

We have evaluated the proposed algorithms through
simulations. Two series of experiments were conducted to
evaluate the proposed multi-criteria approach to VM placement
in terms of placement efficiency and scalability. It was shown
that proposed method outperforms widely used FFD and BFD
heuristics. Furthermore, the computational complexity of the
algorithm is quadratic O(n”) that is better than Hungarian
algorithm.

Reducing the main assignment problem to a closed
transport problem made it possible to solve the problem of
virtual machine placement under many criteria in real time and
significantly increase its dimension, which makes it possible to
maintain the quality of modern cloud services in the conditions
of rapid growth of physical and virtual resources of data
centers.

The developed mathematical statement of the problem and
the results of computational experiments can be included in the
mathematical support of data center resource management
system.
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