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Abstract— The goal of the project was to create a full-
featured information system, the major role of which is the
correct processing of data regarding crime for the European
region. The main function of the information system is the
statistical processing of data into a suitable representative form.
In the entire information system, we want to focus on monitoring
four categories of data, namely reported and convicted crimes,
the situation of prisons and the number of police forces in each
state. The information system allows administrators to log in to
the application, where they can add and edit individual data.
Data are processed in three main categories, namely data
processing for Europe in the form of a report and an interactive
map with a criminal index, for an individual state and for
comparing states. The result of the work will be the developed
web application that can be used by the countries in Europe, data
analysts for searching interesting comparisons and the European
Union for crime monitoring to increase the security of states, or it
can be used by people who just want to expand their horizons in
such a field.

L INTRODUCTION

The information system project for monitoring criminality
in Europe is part of a larger project that includes detailed
monitoring and analysis of crime in the territory of the Slovak
Republic, but also monitoring traffic accidents in the territory
of the Czech Republic. Together with the monitoring of
Europe, they will form a complete web application with
multifunctional use and the possibility of analysis in each of
these parts of the project.

In the past, the information system contained only the first
two of the mentioned parts of the project, and crime monitoring
in Europe was created as the newest part of the project, while it
was implemented into the existing parts, which were unified
into one project using the React framework for the frontend and
.net for the backend implementation. Monitoring for crime in
the territory of Europe fits perfectly into these frameworks,
because this information system must be created as a dynamic
site that uses multiple graphs and reports to achieve the desired
results for the users of the information system.

II.

Before the web development has started, we had to do
analyses of existing information systems with crime
monitoring. First Web application we analyse was spotcrime
[1], which offers us interactive map with icons of crimes,
which are situated on the map, where the crime has happened.
This map is used in USA states. We can search for area we are
interested in or we can choose state from United States list of
states and we get map for those area. Under the map we can see
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table with all reported crimes on the map and with details. This
website has disadvantage, that it does not support alot of
filters, only in report you can choose which crimes you want to
see in charts.
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Fig. 1 Spotcrime interactive map
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Fig. 2 Spotcrime table with crimes

Second webpage we analysed was Communitycrimemap
[2]. This web application differs in some ways with Spotcrime.
Basically, we can see map of USA with intensity of criminal
activity. We can also go to table, which is similar with that on
Spotcrime. But by default, it is set to whole USA. The
advantage of this application is, that it offers a lot of filters,
which we can apply. We can set location and radius, in which
crime has happened or type of criminal offence, time filters and
more.
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Fig. 3 Interactive map on Communitycrimemap
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Fig. 4 Table with crime details on Communitycrimemap

We analysed more then this pages, but the important point
was, that in Europe is does not exists similar to information
system as in USA. In USA we can find a lot of more systems,
lot of processed data of crime activity on their area and in
Europe we don’t have system to process those data and also,
we don’t have so much detailed data we can use to do such an
analysis. The main reason to develop application in Europe
area is need of it. We need some more complex system that
will process data from criminality and offers us comparisons,
statistics and in the future, we hope we can have similar
applications as we can find today in the USA. It can be very
useful for Europe to have a system like that.

III. PROJECT DEVELOPMENT

. Evaluation of the work performed according to goals of the
project
1) Data layer

Data for the evaluation and processing were formed in the
star schema data warehouse [14] [15] enhanced by the tuning
techniques done by the partitioning, data security and
distribution [16]. Besides, all the data are temporaly oriented
[9] [10], defined by the validity time frame [11] in the group
level granularity [12]. All the data changes and updates were
ensapsulated by the transactions [13] to ensure consistency.

2) Upload and preparation of data

The first part of the development of the project was a
detailed analysis of the data and the determination of the
implementation procedure of the information system. The data
was provided by the website [3] - European Sourcebook of
Crime and Criminal Justice Statistics, which belongs to the
University of Lausanne in Switzerland. This organization
provides data obtained from official sources of individual
countries in Europe. The data on this page are collected every 5
years into a book, that has been made for it. Data has individual
codes of special records and are there explained. The data
includes all information about committed criminal offences,
convicted criminal offences, police forces, but also about the
state of prisons in individual countries. Other data contains
information on various amendments to laws in individual
crimes and states, as some of their amendments may differ
within countries. The data are grouped in one .xIsx file, which
we had to study with the help of a book and analyse. After
analysing the data, we designed an information system that will
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focus on the analysis of such data. Subsequently, we created a
data model of the system, which was easily expandable by
other subjects. Subsequently, we prepared an entity in the
relational database where individual records will be stored.

The data provided by the organization was in raw format,
so we had to edit it and divide it into several files that would
have the required format for easy filling of the database. For
each entity, we have prepared its loading in the information
system. It is developed in .net and it can bring several benefits.
This platform is speedy and compatible across multiple
platforms, indicating that there are no issues with building code
on devices that operate on varying operating systems.
Additionally, it stands out as one of the most efficient platforms
for developers, thanks to its comprehensive supportive
ecosystem and robust tooling capabilities. [4] We use a
database from Oracle, this relational database from Oracle is a
database that stores data points which have a connection with
one another and provides access to them. The relational model
serves as the basis for such databases, which is a simple and
intuitive way of organizing data into tables. Each record in the
table is represented as a row in the relational database and is
given a unique ID called a key. [5]

Loading the header of the given file of the loaded file, but
also checking the uniqueness of the inserted records, so that
they do not contain duplicate records and those individual
messages are not negatively affected. The data are currently
prepared for the area of crimes for the years 2007-2016. Later
in the period, we will also process data for convicted criminal
offences, police forces and the state of prisons. For better
analyses, it would be appropriate to add new data that will be
added to the system when we have access to them (they will be
published on the organization's website).

Fig. 5 Data in raw format

Europe Crime

Fig. 6 Page for uploading data
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3) Re-design and addition of a sub-page for crime in
Europe

Part of our work was also a very simple re-design of the
site. In the field of frontend development, we utilize React, a
JavaScript library that operates on a component-based system.
By utilizing React, new functionalities can be added without
needing to rewrite any previously existing code. This is
possible because React allows for the creation of isolated
components that are capable of managing their own state,
which can then be combined to create intricate user interfaces.

[6]

Re-design included changing the colour palette used on the
site, modifying the navigation bar and small details in the page
display.

The main reason for the redesign was that the original
design was very over combined and the ease of use of the web
application was disappearing from it. In the new design, we
tried to make the design more pleasant for the eye and the use
of the information system. We tried to make the information
system not only process data, but also attract and simplify the
work of the final user.

The colours and images in the new modified website were
designed to express the essence of the information system. The
colour of the menu was chosen to be dark blue to grey to
create a pleasant contrast against the white background on the
page. All images are adjusted to a black-and-white filter to
express the tension that is caused by the execution and
investigation of criminal offences, the content of the
images also expresses the individual components of the data
that we want to focus on the site (convicted crimes, police
forces, ...).

Another necessary new functionality of the information
system was the addition of a universal language - English,
because the site dedicated to European criminal monitoring is
not intended only for users of a specific area (Slovak and
Czech), but for global users, therefore we considered it
necessary to use a universal language that would be
understood by people in Europe , as English is the most widely
spoken foreign language for most countries. When the system
will be used practically, it would be advisable to add other
more widespread languages such as German, French, ...
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Fig. 7 Site before re-design
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Krimis

Fig. 8 Site after re-design

Our next task, it was necessary to add sub-sites to the
existing system, which would also be dedicated to monitoring
criminality in Europe. We have added to the main menu
individual links to the currently functional pages of the new
part of the system. In addition, these links are also found on
the main page of criminality monitoring in Europe.

4) Details of criminal offences

One of the sub-pages of the new system is a page devoted
to the definition, categorization, and overview of individual
crimes. On the website, we can find a list of all crimes that we
deal with as part of crime monitoring. After selecting a crime,
we can find the category in which the crime falls, its
subcategories, which the crime includes, and its definition.

Such a subpage was designed so that the user could
accurately identify the crime that he entered in the individual
filters.

Europe Crime
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Fig. 9 Criminal offences categorization page

5) Information about individual countries

With the subpages about individual countries, we deal with
data for individual countries, some of their basic rules within
the framework of criminal laws. After clicking on the item
"states" in the main menu, we get to a page that displays 46
countries in Europe - the states that we follow in the project.

After clicking on one of the countries, information about it
will be displayed, both basic data about the country and about
criminal laws. Such a report is created for each of the
monitored countries, while the filled-in information differs
slightly, because some countries do not provide information
with this data.
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On the website, we can find information about the location
of the given state about the territory of Europe within the
general information. Next section, we will learn information
about the area, the region within Europe into which it fits, the
capital of the given country, the side on which the country is
driven (the possibility to analyse accidents, whether the
accident rate is higher on the left or right side) and whether the
country is legislatively recognized as a state.

Furthermore, on the page there is a graph showing the
development of the population in the years in which we
monitor crime.

The following information talks about the rules for a given
state, such as the limit of alcohol allowed behind the wheel in
parts per million or the law of the age limit for sexual
intercourse - the age limit from which minors can legally have
sexual intercourse.

Another section of the site is devoted to drugs, their legal
restrictions for individual countries, while we have
information on marijuana, heroin, cocaine, and ecstasy. The
stated values of the limits are in grams and, since they differ
significantly for each country, they can be important for the
analysis of drug activity in the countries.

The last section for now is the section that deals with
weapons and whether a certain item is a weapon in each
country. In the table, we used a simple distinction with signs,
while a green pipe means that the given weapon is considered
a weapon and a red cross means the opposite. Weapons
monitored are revolvers, rifles, shotguns, submachine guns,

410

PROCEEDING OF THE 33RD CONFERENCE OF FRUCT ASSOCIATION

machine guns, grenade launchers, improvised and special
firearms, unloaded firearms carried with ammunition on hand,
legally owned firearms, hand grenades, Molotov cocktails, air
rifles, gas pistols, paintball guns, crossbows, bows and arrows,
replica firearms and other counterfeits, unloaded firearms
carried without ammunition.

Population

Ruleboak

Oser Pousant

Considered a weapon

Fig. 13 State page showing legal drug limits and gun information

6) Interactive report with map

So far, the most interesting page in the section on crime in
Europe is the page containing an interactive report with a map.
Using a filter to display data is very intuitive. Within the filter,
we have 3 components, the first is the country, where it is
necessary to select the countries that we want to follow in the
resulting report, by checking the fields in the dynamic list.
Subsequently, from a similar list, we choose the years for
which the data should be calculated, that means that currently
between 2007 and 2016, we can choose any year and the
resulting report will be calculated for these years. The
advantage is that the selected years do not have to be within
the interval but can be chosen discretely. The last step is to
select the crimes for which we want to create this analysis. We
click on the list of criminal offenses in the same way as for
states or years. After selecting these data, the page creates a
map for us, which is coloured according to the value of the
crime index in the given country from the given data.

Criminal index — the normalized number of crimes for
countries, calculated as the ratio of the number of crimes in the
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given years and the average number of inhabitants in those
years. Subsequently, it is multiplied by 100,000 so that the
value is given per 100,000 inhabitants, that is, it expresses how
many crimes were committed per 100,000 inhabitants. [7]

On the map, we can see that countries with a higher value
of the crime index are coloured in a darker colour and with a
lower value in a lighter colour. This is how we can analyse the
crime index also based on the location of countries using a
map. It allows for easy clarity and a unique type of graph that
catches the eye of the application user. Countries that have not
been added to the filter are white by default. Furthermore, the
map allows quick information such as the name of the country
and the value of the index after moving the mouse over the
state within the map, which allows us to learn this information
exactly (not just by using the colour) if we just move the

mouse.

States ordered by crime index

Fig. 15 Criminal report with an overview of the country

Furthermore, the report contains a table sorted by criminal
index with selected countries from the filter. This table allows
a quick overview of the data in a sorted form, and we can
quickly find the countries with the maximum and minimum
value of the crime index.

In the report section, we would like to implement the
export of this data as soon as possible, in addition to the crime
index, add a specific value of the number of crimes in the
countries and, after clicking on a state, add a link to
information about that state, which would simplify and speed
up the use of the application. Another planned functionality is
the addition of additional types of graphs and statistics that
will better reflect the state of crime in the monitored area.
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Fig. 16 Table with crime indexes of countries

7) Data analyses

In our further development, we also devoted ourselves to
data analysis, while trying to extract as much informative
information as possible from our system. With the graphs, we
would like to bring the development of criminality in Europe
as close as possible and it shows the current situation to the
user. We tried to select graphs and tables according to
similarly focused systems, which we mentioned in the analysis
of existing systems. As an example, we can see in Figure 17
the development of the number of all crimes in the territory of
the UK for the years 2007 to 2016. Similar graphs will be
created for all other monitored statistical values on other pages
of the application.

UK: ENGLAND AND WALES

Total crimes per years

2010 2016

Fig. 17 Data analyses of total crimes per years for UK

IV. PLANNING FEATURES OF THE SYSTEM

A. Incorporation of data on convicted criminals

For the further expansion of the system, it would be great
to include data on convicted criminal offences, which have a
similar structure to the data we have on reported criminal
offences.

We consider a convicted person to be a person who has
been legally found guilty of committing a crime. With such
statistics and data processing, we would monitor the number
of reported crimes and their actual convictions. Based on the
comparison of these numbers, we can find out whether crimes
are sufficiently punished in the given country or vice versa.
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The web application would ask for this extension directly,
since we would know the actual data of convictions for crimes
that we currently register. It would make it possible to expand
the analysis of countries and add convictions in addition to
crimes, which would significantly expand the current system.

For these data, the index of convicted crimes could be
similarly recalculated, from which we would derive the
normalized values of the countries.

To incorporate such data, it will be necessary to expand the
data model with new entities resulting from this data, then
expand the web application in the data loading section to load
new entities and prepare .csv files that will be uploaded to the
system with the help of data parsing.

B. Incorporation of data on the state of prisons

Another part, where the web application could be
expanded is data on the state of prisons.

When we think of prison, we imagine a guard place where
criminals serve their prison sentences, and the accused
undergo detention.

Such data would add a new dimension to the already
existing data in terms of the number of links in individual
countries and would enable another analytical dimension
interesting from the user's point of view.

From such data, we would allow users to create new

reports, also with normalized data.

Like the previous expansion, the data and system would
need to be supplemented with new parts of the application.

C. Incorporation of data on police forces in individual states

Another part of the data available to us through the
organization is data on the state of individual police forces in
the given state.

Police forces consist of natural persons called police
officers. The police force is tasked with protecting basic rights
and freedoms, detecting criminal acts, finding their
perpetrators, and much more.

Such data could serve for organizations dealing with
criminal activity to analyse the impact of the number of these
components on the number of crimes in the given area. It will
be appropriate to normalize the values of these numbers and
work with them further.

The expansion of the system would be like the previous
additions of new data types.

D. View detail for the state

In the current state of system, in the state display, we have
a display of basic information about the given state and its
legal norms, but we would like to enrich this functionality with
additional tracked statistics. These statistics would be related
to the processing of reports on reported crimes, convicted
crimes, the state of prisons and the state of police forces for a
given state. Such statistics could include reports such as:
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Most frequently reported/convicted crimes.

Graph of monitored statistics in years.

Ratio of monitored statistics.

Index of monitored statistics in individual
categories with a comparison of the global trend
(average of the index of monitored statistics
within all European countries)

Trends of monitored statistics in the given state.
Numbers of tracked statistics in years.

And many others

Such an analysis would be very necessary for our system
because it would bring the end user really detailed information
for a specific state.

E. More states comparison

Another very useful functionality in our information
system would be the comparison of several states. The whole
idea is that the user of the application could choose several
countries and a report about these countries would be
displayed. The comparison would display all monitored
statistics regarding reported crimes, convicted crimes, the state
of prisons and a comparison of police forces in the given
states. For comparison, we would use several graphs and
tables that would nicely display the individual indices (crime
index, police force index, convicted crime index and prison
condition index).

F. Global filtering and save of the filter

A very useful functionality of the system would be the
global use of filtering and the saving of such filters. We would
allow all logged in users on the site to save filters like this and
it would work as follows. The user would choose to use a
global filter, if such a filter were selected, then changes in the
filter of one subpage would also be reflected in other subpages
of the system, which would clearly simplify the use of the
system and make the system more user-friendly. In addition, if
it were a user with an account, he could save such a filter in
his saved filters, which would allow him to see these filters
after logging into the application again, and he could simply
select them again and use them again.

Another useful functionality of the use of filters could be
that if the user has saved filters, he could download individual
selected reports of the states he would like and already have
them filtered according to his requirements.

G. Implementation of authorization

Since the current system does not include authorization, it
is necessary to address this area as soon as possible. We would
like to resolve the authorization area using a standard
username and password method. After logging in, the user will
be allowed to view administrative pages that would allow
modification of data in the database - their addition, deletion,
or modification. The system would thus be fully ready for
deployment even with administrative pages.

For regular users, we would like to add the possibility to
register and then authorize outside the administrative part of
the application. Such an account would allow, for example, the
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storage of a filter, reports or other functionalities added over
time.

H. Administration for individual states

After adding authorization, it will be convenient to expand
the system with administration for individual countries. This
means that each country would have its own administrator
(instead of a global admin), who would secure data from his
country, prepare it and upload it to the system.

This extension would ensure a fully functional stand-alone
system for all countries, which would be very beneficial when
putting such a system into practice. The administration would
be simpler than from the point of view of a general global
administrator, and the responsibility for the validity of the data
would be taken by the administrator of the given country.

1. Data and reports export

Since, in addition to creating reports, it is also convenient
to find connections, causes and effects in the data, it is
convenient to extend the application with a quick export via
.csv files. It would allow organizations and individuals to
quickly access both processed and raw data, which could later
be used for various types of analysis or processed through
another application.

Such an export will be suitable for each interactive report
within the application, but there could also be a page where it
would be possible to download the information in the form
that is in our database, and this would allow other
organizations to use their own method of data processing or
other use.

Another type of export would be the export of analyses, or
graphs, or maps, which we could provide to users using the
.pdf format.

J. Create predictions

It will be appropriate to create predictions for individual
data and thus take the application to the next level. Such
predictions would make it possible to predict the future of
criminal offenses in individual countries from current
developments and thus enable organizations in the countries to
prepare for the future.

To carry out the implementation, it would be highly
beneficial to employ a predictive model for forecasting. This
model can generate estimates for metric values by utilizing
historical data insights to compute new data values. [8]

In the case of a good implementation, it would mean for
the given countries that they could adjust the legislation,
according to these predictions and reports, and it would enable
the basis for the creation of new laws or amendments to laws,
which should be its main goal.

V. CONCLUSION

In this article, we evaluated the state of the criminality
monitoring information system for the territory of Europe, its
role within the larger information system, the need, and the
result of the re-design of this web application, which is
gradually developing and progressing. Within the scope of
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crime in Europe, we took a closer look at the websites that are
already prepared in the project, as well as at those whose
preparation will take place soon.

We think that the existence of such an information system
is very necessary in the current era when data collection and
analysis are part of the daily activities in our lives. Europe
would need a system that would process this data and create
reports that would reflect the state of Europe from the point of
view of crime, and states would be able to prepare directions
through laws based on such a system.

The goal for this application is to develop as much as
possible in the future and provide users with a greater amount
of information and reports that this data offers us.
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