
The Convergence of Edge Computing and IoT-A 
Paradigm Shift in Data Processing 

 

Reem Talal Taha 
Alnoor University 

Nineveh, Iraq 
reem.talal@alnoor.edu.iq  

 

Ali Obaid Abdullah 
Al Mansour University College 

Baghdad, Iraq 
ali.abdullah@muc.edu.iq  

 

Anna Dronach 
Al Hikma University College 

Baghdad, Iraq 
anna.dronach@hiuc.edu.iq

 
Saif Kamil Shnain 

Al-Rafidain University College 
Baghdad, Iraq 

Saif.kamil@ruc.edu.iq  

Ali Mohammed Khaleefah  
Al-Turath University 

Baghdad, Iraq 
alimohamed@turath.edu.iq 

 
Olha Tkachenko 

Taras Shevchenko National University of Kyiv 
Kyiv, Ukraine 

olga.tkachenko@knu.ua 
 

Abstract— Background: Processing data from the IoT cloud 
has multiple limitations with respect to low latency, the efficiency 
of bandwidth and security gaps, not least if the number of IoT 
devices exceeds 20 Billion in an ongoing momentum. To overcome 
these drawbacks, Edge Computing offers a decentralized way 
where the data processing would be done closer to its source. 

Objective: The article explores specific features of Edge 
Computing like latency, energy consumption, Network 
Throughput and error rates in comparison with the central cloud 
processing traditionally used in IoT systems. 

Methodology: Comparison of Edge Computing with 
centralized cloud models using a controlled experiment on 100 IoT 
devices. Performance metrics evaluated were latency, energy, 
throughput, and error rates which are analyzed over Multivariate 
Analysis of Variance (MANOVA) on workload traces. 

Results: Compared with centralized cloud processing, edge 
computing reduced the latency by up to 83%. The throughput and 
coverage of deployed message requests were not only improved 
rapidly, but also cut down energy consumption by 40% and 
decreased time rates above threshold. 71%. This indicates that 
Edge Computing provides high-quality, reliable data processing in 
an IoT environment. 

Conclusion: While Edge Computing provides plenty of good 
sides on performance and efficiency at the same time, it is having 
a harder challenge with its security risks vulnerability and upfront 
costs. This article is significant in laying down foundation for 
further studies, and it also brings out the advantages of advanced 
Edge Computing based IoT processing solutions. 

KEYWORDS: Edge Computing, Internet of Things, Data 
Processing, Cloud-centric, Edge-centric, Latency, Bandwidth 
Efficiency, Data Privacy, Decentralized Computation, Real-time 
Processing. 

I. INTRODUCTION 

The digital revolution has transformed how data is created, 
processed, and utilized. The rapid growth of IoT, a system of 
interconnected devices, has significantly impacted this 
transformation [1]. Nevertheless, while the growth of this 
developing ecosystem persists, the difficulties related to 

processing, analyzing, and extracting practical insights from 
this data also increase. The conventional cloud-centric models 
that have mostly governed the first stages of IoT development 
are starting to exhibit constraints, especially in light of the 
growing need for immediate, effective, and localized data 
processing. 

Guo and Nazir [2] thoroughly examine the potential of 
combining the Internet of Things with intelligent techniques in 
practical computing. The authors highlight the ability of this 
integration to address the inherent challenges arising from the 
vast amount and speed of data. Nevertheless, the cloud's 
considerable distance from data sources introduces delay, 
particularly in real-time applications, compromising the 
fundamental aspects of 'intelligent' operations [3]. 

A solution to this challenge is edge computing, which 
processes data closer to its source at the network's edge, 
reducing dependence on centralized cloud systems. Processing 
data at the network’s edge offers benefits such as reduced 
latency, lower transmission costs, and improved data security.  

Edge Computing in combination with IoT brings 
unimaginable possibilities across various domains such as 
healthcare, transportation, and smart manufacturing. For 
example, within smart manufacturing environments Edge 
Computing can provide tangible benefits in real-time data 
processing - moving the analysis closer to where production 
takes place ensures that resource allocation is optimized and 
overall production efficiency increased via analyzing data at the 
edge [4]. Intelligent transportation systems use edge computing 
to support traffic management and safety that locally analyze 
data processes, reducing latency and enhancing response times 
[5]. These examples let us see how vast the scope of Edge 
Computing affects IoT systems, but also bring new difficulties. 

Data Security issues are one of the biggest challenges. 
However, when it comes to moving data processing closer to 
the edge there is also a greater risk of cyberattacks now that 
sensitive information sits on resources far from centralized 
cloud systems with more robust security. Thus, the security of 
these devices is crucial to guaranteeing technologies' 
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trustworthiness and, thus, IoT reliability [6]. Additionally, the 
processing power and storage in edge environments are limited, 
which can affect the scalability of IoT solutions [7]. To address 
these issues, unlike current techniques in distributed 
optimization frameworks . [8], the challenges call for efficient 
resource management strategies.  

Commensurate with these gains at Edge Computing, there 
are trade-offs between the available processing power and 
energy efficiency – localized processing often requires more 
CPU capacity than a device will have up and running, especially 
if it is battery-powered. Further studies are needed to address 
the competing demands for such adaptive algorithms while 
preserving effectiveness [9]. Despite these challenges, Edge 
Computing remains a promising solution for IoT, offering 
improved latency, energy efficiency, and throughput, as 
evidenced by various studies [2], [10]. Bringing the technology 
mainstream will require further research and innovation, but it 
has great potential across industries. 

The authors Varghese et al.  emphasizes the need to 
reevaluate the fundamental grounds supporting the adoption of 
edge computing, particularly in the context of the Internet of 
Things (IoT) [10]. This highlights the additional advantages of 
moving towards edge computing. The discourse presented by 
the individual underscores the urgent need for the 
decentralization of data processing, particularly considering the 
dynamic nature of the technological environment.  

Also, Avasalcai et al. pointed out that the concerns about 
low latency is summing up as a crucial aspect in IoT application 
where their design dictates the desired-to-be-executed quality 
of service (QoS) parameters. Proposed a framework 
"EdgeFlow" focused on adapting the development and 
deployment process for edge computing[11]. These 
frameworks streamline the operational flow and tackle the 
problems posed by edge settings to ensure both efficiency and 
reliability. 

Edge computing married to IoT has real, broad use cases 
across the landscape. An example may be provided in 
intelligent transportation systems domain where real-time data 
processing is not just a luxury, but it is a necessity [12], [13]. 
Another study by Yan and Qin provide offers detailed insight 
on the potential gains from employing edge computing to 
advance intelligent transportation systems through information 
and physical element integration. This that can open up many 
opportunities to do real-time data processing at the edge like 
better synchronization of traffic lights, cleaner routing and 
security for self-driving cars [5]. 

The fusion of IOT and edge computing is the new era of data 
processing or utilization. That should be good enough, and 
better than anything, to securely hold answers to most of what 
ails old-school, cloud-container-centric models everyone is 
familiar with, but it does mean trading in one class of issues for 
another.. This paper is designed to provide a systematic 
comparison of the performance characteristics of edge 
computing and centralized cloud models in terms of these 
challenges. The experiment offers valuable lessons for edge-
empowered IoT systems as it evaluates various aspects of 
latency, power consumption, network throughput and error 
rates. The below is the section that describes the experiment 
design and methodology used to assess these metrics [14]. 

In the next parts of this article, we will explore the 
intricacies of this convergence, providing more insight into the 
underlying processes, prospective applications, and the future 
trajectory of the symbiotic connection between edge computing 
and the Internet of Things. 

A. Study Objective 

This article aims to explain the transformative relationship 
between Edge Computing and IoT and demonstrate its impact 
on modern data management practices. This article attempts to 
analyze the underlying processes facilitating this convergence, 
the resultant benefits, and the potential challenges that may 
arise during implementation, drawing upon significant research 
and case studies. The increasing amount and diversity of data 
created by developing Internet of Things networks have shifted 
focus towards exploring how Edge Computing, a decentralized 
data processing strategy, might address the limitations of 
traditional cloud-centric methods. The paper aims to go beyond 
a purely theoretical exposition by including examples from 
practical settings, such as smart manufacturing and intelligent 
transportation systems. The primary objective of this article is 
to provide insight into the transformative capabilities of Edge 
Computing-enabled Internet of Things systems across several 
sectors. It aims to provide readers with a comprehensive 
understanding of the trajectory of this technology. 

B. Problem Statement 

The IoT illustrates the rapid expansion of data generation in 
the evolving digital landscape. Continuously, an extensive array 
of interconnected devices globally transmit substantial volumes 
of data to provide valuable insights, influence decision-making 
processes, and stimulate innovative thinking. The sheer volume 
of data and the need for real-time processing have strained 
traditional cloud-centric data processing models. Centralized 
cloud systems may have higher latency due to the physical 
distances involved, leading to inefficiencies, particularly in 
scenarios that need real-time data processing. In addition, the 
continuous transfer of substantial data between many sources 
and centralized cloud systems incurs transmission expenses and 
offers potential security vulnerabilities to sensitive information. 
The discrepancy between the potential of the IoT to provide 
real-time information and the delay caused by conventional 
processing methods is a pressing concern. The growing 
emphasis on immediacy and contextual responsiveness in the 
digital realm has generated a need for an enhanced data 
processing methodology to effectively use the transformative 
capabilities of the Internet of Things while mitigating 
associated challenges. This necessitates a more efficient and 
secure approach to data processing. 

II. LITERATURE REVIEW 

Recently, there has been a notable scholarly emphasis on the 
emerging domain of Edge Computing in tandem with the 
Internet of Things. Optimizing edge computing frameworks for 
specific applications is a frequently discussed topic. Raj[15] 
defined a mobile edge computing architecture optimized for 
IoT-based medical sensor networks. The author highlights the 
importance of efficient processing of medical data and the 
potential for enhanced patient outcomes. 

The Internet of Vehicles (IoV) concept presents a  
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compelling interface for edge computing, offering new and 
intriguing possibilities. In their recent publication, Lv, Chen, 
and Wang explore how intelligent edge computing can 
transform vehicular communication and improve traffic 
management in the Internet of Vehicles [16]. 

In their study, Wan et al. [17] examined the interaction 
between Unmanned Aerial Vehicles (UAVs) base stations and 
edge computing. The authors specifically addressed issues 
related to route planning and resource management. The article 
conducted by the authors is particularly relevant in light of the 
increasing use of unmanned aerial vehicles across several 
sectors, including but not limited to logistics and surveillance. 

Lv et al. [18] evaluated the semantic relationship between 
AI and edge computing in terms of efficiency. Their work 
demonstrated transformative possibilities of AI-enabled IoT 
edge data analytics, in interconnecting living system across 
sectors such as healthcare and home automation to urban 
planning. 

Fog Computing, a subset of Edge Computing, has gained 
academic attention. In their study, Liao et al. [19] proposed the 
cognitive balancing method for resource allocation of fog 
computing in IoT framework. The technique follows an edge 
learning approach, and hence is able to optimize the resource 
allocation dynamically. 

The authors of the study conducted by Lin et al. [8] suggest 
a decentralized optimization algorithm to improve data 
processing performance and reduce process latency. In a study 
conducted by Abouaomar et al. [20] studied resource 
provisioning for edge computing. The authors also pointed the 
way to provide performance at scale for latency-sensitive 
applications through dynamic allocation. 

Yu et al. [21] also proposed a smart game-based offloading 
approach It is intended for IoT-Edge-Cloud ecosystems. We 
have demonstrated results in support of the possibility to 
maximize three-layer ecosystem advantages by judiciously 
blending localized edge processing with centralized cloud 
computations. 

Instead, the literature to date emphasizes the heterogeneous 
and dynamic nature of Edge Computing, with its close 
relationship to the IoT. This statement emphases the 
requirement for focused solutions and applications in domains, 
that are optimized along with a constant research on how they 
can be combined to realize their collective potential across 
industries. 

III. METHODOLOGY 

Modern infrastructure requires implementation of high-
speed data analysis methods due to the integration of IoT. In 
this research, Edge Computing is opposed to traditional 
centralized cloud processing in the context of IoT systems. 
Apart from latency and processing speed, this research also 
analyses the energy consumption, error rates, and throughput of 
the network to justify the applicability of Edge Computing in 
IoT. 

A. Hypothesis 

It is highly beneficial for IoT systems in different 
dimensions like Lower latency, Higher energy efficiency, better 

data throughput and Less error rates if compared to centralized 
cloud model. 

 

Fig. 1. Methodology Flowchart 

B. Data Collection 

The 100 IoT devices were positioned in a grid of 500 sq. m 
to build a controlled environment m. area. Every device was 
embedded sensors to mimicking [suppress] the real-world data 
generation scenario[22]. Reproduction has been performed over 
2 configurations: 

 Direct processing in a centralized cloud. 

 Localized processing using Edge Computing. 

C. Measurement Parameters 

 Latency 

 Energy Consumption 

 Network Throughput 

 Error Rate 
The experimental equations are derived from elemental 

logics of data transmissions and processing. This makes it 
possible to conclude more precise measurements for both 
computing models by isolating each metric. We repeated the 
process to ensure that each IoT device used a consistent data 
packet size in both models. 

D. Experimental Setup 

Latency: Time interval from data generation to final 
processing. 

Device latency is crucial when it comes to modeling for 
edge computing in IoT systems, especially that need processing 
real-time data. The following equation is used to calculate the 
latency of various deployment scenarios having multiple nodes, 
and multiple delays due to network spread. This allows for more 
fine-grained optimizations, particularly in a few of the use cases 
like smart cities and autonomous vehicles that require 
millisecond-level decision-making. 

𝐿 ൌ  ∑ ቀ
஽೔

஻೔
൅ 𝑃௜ ൅ 𝑄௜ቁ௡

௜ୀଵ                       (1) 
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Where 𝐿 is the total latency (ms); 𝑛 is the number of nodes 
the data passes through; 𝐷௜ — the data packet size at node 𝑖 (B); 
𝐵௜ — the available bandwidth at node 𝑖 (B/s); 𝑃௜ — the 
processing delay at node 𝑖 (ms); 𝑄௜ — the queuing delay at node 
𝑖 (ms). 

This equation is crucial to find the total IoT system-level 
latency, as data traverses all edges. It helps size data packet 
sizes, bandwidth availability and processing delays, all things 
that are very important under advanced applications, like 
autonomous vehicles or healthcare monitoring systems, where 
the real-time nature is crucial. 

Energy Consumption: ow much power the IoT device 
consumes during data transfer and processing.  

Low energy consumption is one of the most significant 
characteristics that an IoT ecosystem should have, especially 
the devices used in battery-powered deployments. This work 
extends the expanded view of energy use by being specific 
about communication, processing, and idle states across 
multiple nodes. This discovery can, in turn, be a linchpin for 
smarter and more energy-efficient edge computing solutions 
that are essential for large-scale IoT deployment plans to ensure 
sustenance. 

  𝐸 ൌ ∑ ሺ௡
௜ୀଵ 𝑃௖௢௠௠,௜ ∙ 𝑡௖௢௠௠,௜ ൅ 𝑃௣௥௢௖,௜ ∙ 𝑡௣௥௢௖,௜ ൅ 𝑃௜ௗ௟௘,௜ ∙

𝑡௜ௗ௟௘,௜ሻ                        (2) 

Where 𝐸 is total energy ሺJ); 𝑃௖௢௠௠,௜  is the power consumed 
during communication at node 𝑖 (W); 𝑡௖௢௠௠,௜ is the time spent 
in communication at node 𝑖 (s); 𝑃௣௥௢௖,௜ is the power consumed 
during data processing at node 𝑖 (c); 𝑡௣௥௢௖,௜ is the time spent 
processing data at node 𝑖 (s); 𝑃௜ௗ௟௘,௜ is the power consumed 
while the node is idle (𝑖); 𝑡௜ௗ௟௘,௜ is the idle time at node 𝑖 (s). 

The energy consumption model is able to capture different 
weights of the power used in communication, processing and 
idle states of IoT devices. This is essential for energy-efficient 
operations, especially in devices that are battery powered and 
have to handle tremendous data volumes. The study also wants 
to find out where there are still points of attack for more 
sustainability overall in the IoT area, by evaluating which stages 
take how much energy. 

Network Throughput: Volume of successful data 
transmissions per unit time.  

In a system such as IoT where vast quantities of data are 
always being transmitted, throughput is one of the most 
important performance metrics. It takes retransmissions and 
network contention into account, and as a result provides a more 
accurate model of the end-to-end throughput in edge-specific 
computing environments. Such detailed insights could lead to 
better network designs that are optimized for data flow, 
ultimately enhancing the reliability and performance of systems 
at large. 

𝑁 ൌ
 ∑ ௏೙

೔సభ ೏,೔

∑ ሺ௱்೔
೙
೔సభ ାோ೔ ሻ 

                            (3) 

Where 𝑁 means network throughput (in MB/s); 𝑉ௗ,௜ is the 
volume of data successfully transmitted at node ii (in MB);  𝛥𝑇௜ 
time interval of observation at node 𝑖 (s); 𝑅௜ — the time spent 
on retransmissions due to errors at node 𝑖 (s). 

The throughput model implies that all IoT devices send data 
at the same pace under constant traffic circumstances. This 
assumption cannot always be valid in real-world IoT scenarios 
where network congestion or device unpredictability might 
impact data transmission speeds. As a consequence, the study's 
throughput results are based on idealized settings and may not 
apply to more complicated, real-world situations. 

Error Rate: Fraction of data packets lost or corrupted during 
transmission. 

Concerning applications that require a high level of data 
integrity (such as healthcare or industrial automation), error 
rates play a critical role in the reliability of IoT systems.  By 
extending the error rate calculation to include both bit error rates 
and packet loss across multiple nodes, this research can provide 
more accurate predictions of system reliability. These insights 
can be used to enhance error correction protocols and improve 
overall system resilience. 

𝐸𝑅 ൌ ∏ ൬1 െ
௏೐,೔

௏ ೟,೔ 
∙ ሺ1 െ 𝐵𝐸𝑅௜ሻ൰௡

௜ୀଵ                   (4) 

Where 𝐸𝑅 is the cumulative error rate across all nodes (%); 
𝑉௘,௜ is the volume of erroneous data at node 𝑖 (b); 𝑉 ௧,௜  is the total 
volume of data sent at node 𝑖 (b); and 𝐵𝐸𝑅௜ s the bit error rate 
at node 𝑖. 

The error model assumes that all devices could experience 
errors during transmissions at the same probability and network 
characteristics are stable throughout the experiments. 
Nevertheless, in practice, error probabilities are dynamic and 
could vary due to aspects like environmental interference or 
device failure provisionally affecting the dependability of the 
system. Setup was tested for 10 trails under different network 
states, such as high or low traffic, peak or off-peak hours. 

E. Procedure 

a. IoT devices send a fixed data packet size to the cloud for 
processing, recording latency, energy consumed, throughput, 
and errors. 

b. The same devices process the identical data packet at the 
edge, and measurements are repeated. 

c. Data from both conditions is normalized and compared to 
evaluate the hypothesis. 

F. Statistical Analysis 

Post data collection, a Multivariate Analysis of Variance 
(MANOVA) was used, ensuring the observed differences 
across multiple dependent variables between the two conditions 
weren't due to chance. MANOVA applied to show the 
combination of dependent variables are analyzed together 
which are Latency, Energy consumption, Throughput, and 
Error rate. This way, it is made sure that the deviations we are 
checking between edge computing and centralized cloud 
processing really exists 

𝜆 ൌ
|ா|

|ாାு|
                                   (5) 

Where 𝐸 — the error sum of squares and cross-products 
matrix and 𝐻 — the hypothesis sum of squares and cross-
products matrix. 
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MANOVA results: Wilks' Lambda = 0.321, F(4, 25) = 
13.28, p < .001 show that the performance differences between 
the two models are very large and demonstrate that edge 
computing outperforms cloud-based processing in this 
experiment. 

When collated, the results offered compelling evidence of 
Edge Computing's superiority. In each of the 10 trials, Edge 
Computing consistently outperformed centralized models in 
every metric. 

There are clear benefits to using Edge Computing in every 
statistic considered. All of the advantages, from lower latency 
and lower energy use to higher throughput and fewer mistakes, 
are statistically significant. This in-depth study proves the 
feasibility and many advantages of using Edge Computing in 
IoT designs. 

IV. RESULTS 

The culmination of this study rests upon the results that have 
been meticulously garnered, validated, and processed. Each 
metric—latency, energy consumption, network throughput, and 
error rate—underwent a detailed examination across both the 
centralized cloud processing and Edge Computing paradigms. 
These findings provide an empirical foundation for the 
discussions and interpretations that follow. Herein lies the 
numerical essence of our investigation. 

The aggregated key performance metrics including the 
latency, energy consumption, network throughput, and error 
rate for centralized cloud processing and edge computing 
paradigms are summarized in Table I. IoT systems must provide 
real-time responses and computer resources optimization. 
Therefore, it is important to analyze the efficiency and 
reliability of edge computing through these metrics. Over 
numerous experiments, the following table shows an overview 
of the average values, giving us a straightforward idea for how 
much edge computing could be more beneficial than centralized 
cloud models. 

TABLE I. AGGREGATE RESULTS 

Condition 

L
at

en
cy

 
 (

m
s)

 

E
n

er
gy

 
 (

m
J)

 

T
h

ro
u

gh
p

u
t 

(M
B

/s
) 

E
rr

or
 R

at
e 

(%
) 

Centralized Cloud 
Processing 

320 500 2.0 3.5 

Edge Computing 55 300 4.5 1.0 

 

As is clear by the numbers in Table I, a huge boost to the 
original network comes through edge computing. This was a 
tension 83% drop in latency from 320 ms to 55 ms, a 40% 
decrease in energy consumption from 500 mJ to 300 mJ. 
Throughput also doubled, from 2.0 MB/s to 4.5 MB/s and error 
rate decreased from 3.5% to just over 1.0%, reducing the risk of 
data transmission failures by over 71 %. 

The data required to optimize IoT systems, since real time 
operations on data happen in many of these use cases, like 
autonomous vehicles or healthcare devices. Battery-Life-
Engine Compression reduces energy consumption as well, 
benefitting battery-powered IoT devices. These developments 

further signify edge computing as a better suited approach to 
centralized cloud processing, particularly in IoT networks that 
call for both efficiency and scale. 

Table II provides a breakdown of performance metrics 
across ten trials for centralized cloud processing and edge 
computing. Providing them the trial-specific data, this table 
scrutinizes how consistent are the improvements in which edge 
computing helps. By performing several trials, the results are 
not individual abnormalities, but present a general stable 
measure across different settings of the reagent. These new 
datasets from the trial are going to flesh out our notion of how 
edge performs so much better than a centralized model reliably. 

TABLE II. DETAILED RESULTS ACROSS MULTIPLE TRIALS 

Condition 
Trial 

# 
Latency 

(ms) 
Energy 

(mJ) 
Throughput 

(MB/s) 

Error 
Rate 
(%) 

Centralized 
Cloud 
Processing 

1 325 505 1.9 3.6 

Centralized 
Cloud 
Processing 

2 318 498 2.1 3.4 

Centralized 
Cloud 
Processing 

3 322 503 2.0 3.7 

Edge 
Computing 

1 53 298 4.6 1.1 

Edge 
Computing 

2 56 302 4.5 0.9 

Edge 
Computing 

3 54 299 4.7 1.0 

 

Table II confirms the reproducibility of performance gains 
with edge computing over multiple experiments. As an 
illustration, when edge computing used to be examined, the 
devoted latency remained beneath 56 ms and most of the time 
decreased in contrast centralized cloud mission with greater 
than 318 ms latency! Similarly, for energy consumption 
evaluation, humidity benefited less than 302 mJ totally in 
comparison to different centralized methods that took over 498 
mJ likewise. Data delivery rates for edge computing showed a 
significant improvement over centralized systems, with an 
average throughput of 4.55 MB/s as opposed to 2.01 MB/s. This 
reflects very high throughput at the edge nodes near the sink 
gateways in comparison to those afar away from them. Error 
rates also remained consistently low, in the case of edge 
computing averaging 1% and 3.5% on centralized solutions. 

This trial-based data provides a critical reference point to 
understand the robustness of edge computing solutions, 
particularly in these highly demanding IoT environments where 
maintaining consistent performance across varied deployment 
situations is essential. The trials further demonstrated 
robustness and scalability of edge computing, sustaining 
constantly stable performance in terms of running real-time data 
processing workloads. With this predictable performance, 
future implementations can build a robust IoT framework, 
especially when time to failure and downtime are critical, such 
as healthcare or Industrial automation applications. 

These line graphs (Fig. 2, 3, 4, 5) offer a clear perspective 
on the performance differences between Centralized Cloud 
Processing and Edge Computing across multiple trials, 
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supporting the advantages of Edge Computing in various 
aspects. 

Based on a MANOVA: 

a) Latency: F(1, 4) = 29.65, p < .005 

 

Fig. 2. Comparative Analysis of Latency (ms) Between Centralized Cloud 
Processing and Edge Computing Across Multiple Trials 

The experimental results in Fig. 2 show a significant latency 
improvement using edge computing instead of centralized cloud 
processing. Edge computing decreased median latency by 83% 
on average (from an original value of 320 ms in the cloud-based 
system to a new level of 55 ms with edge) The drastic drop 
underscores the need to filter data at its point of origin rather 
than sending everything an IoT device picks up, especially 
when responding in real-time is important as in autonomous 
driving or a connected city. Statistical analysis using 
MANOVA showed the significance of this outcome (p <0.005). 

b) Energy Consumption: F(1, 4) = 26.48, p < .005 

 

Fig. 3. Evaluation of Energy Consumption (mJ) in Centralized Cloud 
Processing versus Edge Computing Over Multiple Trials 

Energy consumption using edge computing models saves up 
to 40% less power than in a more centralized cloud (Fig. 3). The 
energy consumption decreased from 500 mJ to 300 mJ which 
means localized processing saved the mess network voluminous 
amount of energy. This is especially useful for resource-hungry 
IoT devices such as sensors in hard-to-park areas, or battery-

powered gadgets. These results are in line with prior work, 
which highlights the importance of energy efficiency, and 
therefore cost savings for distributed systems. 

c) Throughput: F(1, 4) = 18.72, p < .01 

 

Fig. 4. Throughput (MB/s) Performance Comparison Between Centralized 
Cloud Processing and Edge Computing Across Multiple Trials 

The edge computing system achieved the highest 
throughput performance, with an average of 4.5 MB/s 
compared to the blocked cloud system which only averaged at 
about 2.0 MB/s that's more than double faster (Fig. 4). This 
improvement is the essence of the capacity provided by edge 
computing to process efficiently large amounts of data flow that 
has scales that reduce bottlenecks and provide butter-smooth 
functioning for high-demand networks. The increased 
throughput indicates the potential for edge computing to 
enhance IoT networks in scenarios with high data transmission 
needs, like in industrial IoT applications and smart grids. 

d) Error Rate: F(1, 4) = 23.88, p < .005 

 

Fig. 5. Error Rate (%) Analysis in Centralized Cloud Processing versus Edge 
Computing Over Multiple Trials 

The error rate in data transmission was drastically reduced 
with edge computing. The above Fig. 5 shows the final error 
rate of 3.5% in the centralized cloud model reduced to 1.0% in 
the edge model, which is almost a reduction of ~71%. A lower 
error rate means that edge processing is more stable in 
fluctuating networks or high-traffic conditions. Reducing 
transmission errors can be very important for applications such 
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as healthcare IoT systems where data accuracy is the most 
critical. 

Beyond just processing speed, the energy consumption and 
latency of data transfer are critical metrics in evaluating the 
efficacy of a computing model, especially in IoT systems where 
battery life and real-time processing are paramount. The next 
figure delves into a histogram representation of these metrics 
for both Centralized Cloud and Edge Computing. 

 

Fig. 6. Distribution of Latency and Energy Consumption 

Fig. 6 clearly illustrates the efficiency gains of Edge 
Computing. Not only does it reduce latency substantially, but it 
also consumes less energy, making it a more sustainable and 
responsive solution for IoT devices. 

To further our understanding of the performance differences 
between the two computing models, we analyzed their 
throughput and error rates. Throughput, the volume of data 
processed over time, and error rate, the percentage of tasks that 
fail, are vital indicators of a system's reliability and efficiency. 
The ensuing histogram offers a comparative view of these 
metrics. 

 

Fig. 7. Throughput and Error Rate Distribution 

From Fig. 7, it's evident that Edge Computing not only 
processes data at a faster rate but also does so with fewer errors. 
The higher peaks towards increased throughput and reduced 
error rates for Edge Computing highlight its superiority over the 
traditional centralized cloud model in terms of both speed and 
reliability. 

The data collected corroborates our hypothesis. Edge 
Computing demonstrates superiority in all observed metrics, 
providing substantial advantages over traditional Centralized 
Cloud Processing. The statistical significance of these findings 
underscores the imperative to adopt Edge Computing in IoT 
networks. 

B. Validation Through Theoretical Simulations 

A smart manufacturing scenario was simulated to 
theoretically demonstrate the findings by counting only edge 
computing access cases and ignoring all other accesses. Edge 
nodes were also placed to follow and control equipment health, 
assembly line processes, as well as resource allocation in real-
time. The simulation showed that edge computing could slash 
decision latency by as much as 70%, which translates into 
streamlining production cycles and decreasing downtime. 
Theoretical support for the study’s point is that edge computing 
can make a massive difference in latency in IoT systems, as 
shown by potential results. 

The authors used a theoretical model of traffic management 
in a smart city and carried out simulation studies to predict the 
capability for edge computing optimization of vehicular traffic 
flow. The model assumed that edge nodes had already been 
sited throughout the city, which communicated with vehicles 
and provided real-time data to modify traffic signals at major 
intersections. According to the simulation, traffic congestion 
was expected to be cut by 35%, and peak hours of traffic flow 
efficiency increased by 50%. These theoretical results are 
consistent with the actual data, indicating that edge computing 
has the potential to provide scalable answers for processing 
real-time data in big city areas. 

In another theoretical simulation, healthcare IoT systems 
leveraged edge computing to analyze patient data right at the 
location of its origin-detecting emergencies and reducing 
response times. In this case, edge devices also processed vital 
sign data and delivered real-time alerts which has cut the overall 
response time by 40%. This hypothetical validation supports the 
benefits of edge computing as concluded by this study for time-
critical use cases for healthcare. 

While these simulations are theoretical and do not depict 
real-world deployments, they serve as a helpful model for what 
we can expect from edge computing in practice. These results 
are also supported by simulations that further prove the 
potential for edge computing to reduce latency and improve 
system efficiency in diverse IoT scenarios. In the future, 
research may be conducted on the real-world deployment and 
evaluation of these models, so that their theoretical benefit over 
proof by empirical contributions to edge computing benefits 
could also be validated. 

V. DISCUSSIONS 

The results clearly demonstrate the advantages of Edge 
Computing in IoT systems. To situate these discoveries within 
the broader context of current research and provide a 
comprehensive understanding, it is crucial to establish 
connections with the works of prominent scholars in the area. 

Li et al.  provide a comprehensive analysis of the 
significance of Edge Computing in the context of Healthcare 
Cyber-Physical Systems (HCPSs). The authors highlight the 
need to use machine learning techniques that prioritise privacy 
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preservation [23], [24]. The focus of our study was focused on 
efficiency measures. However, Li's research demonstrates the 
extensive opportunities in specialised areas, indicating that 
Edge Computing can go beyond performance improvements. 

In addition, the article conducted by Xu et al. investigates 
an adaptive differential evolution (DE) method for energy 
regulation in Edge Computing for Industrial Internet of Things 
(IIoT) applications [9]. The results of their study align with our 
empirical data on the decreased energy usage associated with 
Edge Computing. The use of decentralised computing capacity 
at the edge enhances processing speed and optimises energy 
consumption patterns. 

The authors, Dautov and Distefano, provide a novel 
viewpoint on stream processing using clustered edge devices. 
This approach serves as a concrete representation of our 
research results on improved data throughput [25]. The author's 
technique facilitates the optimisation of data streaming, 
aligning with our empirical findings about the effectiveness of 
localised processing. 

Simić et. al. provides a compelling viewpoint in their work, 
advocating for the concept of 'Edge Computing as a Service' 
[26]. The authors propose a conceptual framework in which 
establishing dynamic micro data centres facilitates localising 
processing capabilities close to the data origin. Service-oriented 
architectures (SOAs) have been shown to enhance performance 
outcomes by emphasising the optimisation of latency and 
energy usage via mini-data centres. 

The study by Wang et al. investigates the intelligent 
dynamic offloading techniques from cloud to edge, shedding 
light on the complex data transfer process between central 
repositories and localised nodes [27]. Such solutions may be 
crucial in mitigating the latency figures noticed in the Edge 
Computing concept. 

The study conducted by Ding et al. about the combined 
optimisation of satellite and high-altitude platforms for Edge 
Computing supports our previous findings on the many benefits 
of decentralised computing, particularly in distant and 
demanding settings [28]. 

Liu et al. [7] give a scholarly investigation on resource 
allocation in IoT networks using Edge Computing, employing 
a machine learning methodology. The study emphasises the 
significance of flexibility and dynamism in Edge Computing 
systems. This finding is consistent with our previous findings 
on mistake rates, indicating that the strategic deployment of 
resources may effectively reduce the occurrence of data 
transmission errors. 

The concept of cognitive balance in fog computing resource 
allocation, as discussed by Liao et al., perfectly matches our 
research results about energy usage and network throughput 
[19]. The findings demonstrate that balanced systems may 
effectively optimise performance across several measures. 

The authors Wang et al. underscore the significance of 
security in IoT systems, particularly concerning using Edge 
Computing as a robust architecture to mitigate possible risks 
[6]. Although our research did not extensively investigate 
security measures, the comprehensive benefits of Edge 
Computing, as outlined by Wang, serve to reinforce our 
findings. 

In their study, Mahmood et al. provide an optimisation 
model that addresses the allocation of resources and 
segmentation of tasks in mobile Edge Cloud systems operating 
inside the Internet of Things environment [29]. These models 
can augment the outcomes we have seen, offering a framework 
for future implementations of Edge Computing in various IoT 
settings. 

This article shows significant benefits of edge computing 
over centralized cloud processing for IoT systems, though there 
are several important limitations to note. Second, the 
experiment was performed using a mere 100 IoT devices, 
meaning this may not fully represent the complexities of larger 
sized IoT networks where thousands or even millions of devices 
are involved. Therefore, these results may not fully generalize 
to full-scale deployments in the wild. The study also assigns full 
operating conditions to the IoT devices experimented on. Any 
actual IoT device is subject to degrading performance due to 
drained batteries, network interference and simple hardware 
failures and will impact metrics like latency or throughput. 

A next limitation is that the testing environment is restricted. 
Here, the experiment taught some useful lessons, although in 
practice, IoT networks are much more likely to encounter a 
wider variety of conditions not experienced here. For example, 
the present study did not completely evaluate heavier network 
traffic and data with more complex flows or higher error rates 
that larger-scale systems need to handle. Though the research 
largely focused on performance metrics, they said security 
considerations for edge computing were areas to be addressed 
as well. The fact that your data is processed closer to the source 
makes it more at risk for cyberattacks, even if only vulnerable 
edge devices with very limited security are involved. 

These results suggest that future study should evaluate these 
findings in a larger scale with additional types of IoT devices. 
This will enable us to understand the scalability and reliability 
of edge computing in a heterogeneous network. Further, field 
studies in the context of healthcare, transportation, or smart 
cities will provide a more complex and dynamic benchmark 
test-bed for edge computing solutions.  

Future studies should focus on designing tailored security 
solutions to secure the edge devices from cyber threats while 
ensuring for the real-time advantages that come with moving 
data processing closer to its point of generation. Resolving these 
will help to preserve the relevance of edge computing as an IoT 
problem-solving solution. 

The results are not only isolated observations but align 
nicely with the whole body of research. Edge Computing, 
regarded as a progressive advancement inside the IoT 
framework, offers the potential for improved efficiency and 
speed and a comprehensive upgrade in several aspects, such as 
energy consumption, security measures, adaptability, and 
resilience. Compared to the extensive body of previous 
literature, our research provides evidence of this commitment. 

VI. CONCLUSIONS 

A corresponding evolution in the data processing paradigm 
accompanies the rapid advancement of the Internet of Things 
(IoT). There exists an urgent need to process large-scale 
datasets with little overhead efficiently. The research used a 
methodical methodology and presented extensive results to 
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illustrate the advantages of Edge Computing compared to 
conventional centralised cloud infrastructures. 

Primarily, it has been shown that Edge Computing 
effectively reduces latency. The importance of real-time data 
processing is growing as IoT devices become more integrated 
into daily life. Minimising latency may significantly impact the 
outcome of many applications, ranging from autonomous 
vehicles to medical equipment, potentially determining their 
success or failure. Edge Computing is a paradigm that involves 
relocating computational tasks to the vicinity of data gathering, 
sometimes called the "edge." This approach effectively 
mitigates various bottlenecks encountered during data 
transmission and processing. Consequently, Edge Computing is 
an indispensable option for forthcoming real-time applications. 

The article emphasised the benefits concerning energy 
consumption, extending beyond only the aspect of delay. 
Although centralised models possess significant computational 
capabilities, they need substantial energy to transmit data across 
extensive distances Edge computing is a more sustainable and 
efficient solution, reducing the need for extensive data 
transmission. The reduced energy consumption of Edge 
Computing is critical in today’s context of increasing 
environmental awareness and sustainability efforts. 

Edge Computing demonstrated superior performance in a 
critical aspect, namely network throughput, surpassing its 
competitor by a significant margin. The promise of the IoT 
resides in its ability to efficiently handle continuously growing 
volumes of data. The results indicated that centralised models 
tend to achieve saturation more rapidly, leading to decreased 
throughput, especially during moments of high demand. 
Distributed processing in Edge Computing facilitates equitable 
network traffic distribution, leading to enhanced and consistent 
performance. Especially in networks that suffer from 
congestion, this improves the speed of IoT devices. 

It was performed an error rate analysis, a number that we 
should take into account when looking at the results. The results 
absolutely positively showed that Edge Computing had a 
significant decrease in errors. A number of factors like errors, 
lost packets, data corruption etc. leads to inefficiency in data 
transmission. Edge Computing brings a new form of processing 
model that is designed to improve safety and prevent 
miscalculation by escaping latency and any outages on the 
network. 

Despite the evident benefits illustrated in this study, it is 
fundamental to recognize that Edge Computing is still new and 
evolving. There are many barriers to overcome, including 
multiple source integration, standardization of data, security 
and operational costs. The advanced technological 
advancements will help to overcome these challenges and make 
Edge Computing an integral factor while building next 
generation Internet of Things concepts. 

The totality and enlarged outline of the enterprise fully 
explained that Edge Computing has innumerable advantages 
over IoT architecture landscape. The results of the poll add 
empirical evidence to the claim that decentralized models 
outstrip centralized ones, and are a wake-up call for 
corporations, governments, and academia to act accordingly. 

These components present the integration of Edge Computing 
and IoT will form a symbiotic relationship, which 
revolutionizes the world of data processing, making it very 
cheaper and sustainable. 

This is a situation where given the current technical 
advancements, a certain path is arguably better than others. 
Edge Computing is a possible choice, but it also offers many 
advantages as a technology. Processing data will happen 
naturally, devices will have smart links to one-another, and this 
digital world be real life in so many ways. This study 
underscores the importance of additional inquiry, innovation, 
and integration in a space that represents one of the last frontiers 
to disrupt business-as-usual.. 
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