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Abstract

Trusted Computing (TC) denotes a set of security-related hardware and software
mechanisms that makes a computing device work in a consistent manner, even in the presence
of external attacks. For personal computers, TC typically is interpreted to be a software
architecture designed around the Trusted Platform Module (TPM), a hardware chip residing
on the motherboard and implemented according to the specifications of the Trusted
Computing Group [7]. In embedded devices, the state of-the art in terms of hardware security
and operating systems is significantly different from what is present on personal computers.
So to stimulate the take-up of TCG technology on handsets as well, the recently approved
Mobile Trusted Module (MTM) specification [8] defines new interfaces and adaptation
options that match the requirements of the handset business ecosystem, as well as the
hardware in use in the embedded domain.

The lecture will provide an overview of a few hardware security architectures in handsets -
namely Texas Instruments’ M-shield [6] and ARM TrustZone [1] - for introducing the
problem domain. The main focus of the talk is the MTM specification - first presenting its
main functional concepts [3], such as secure boot and key storage and binding. We will then
examine an adaptation of the specification to one of the hardware architectures first described.
Examples of security services that can be provided with MTM will also be discussed [10].
Finally, we will look at real-world MTM measurements from a legacy handset [4], as well as
a few alternative approaches for achieving hardware-assisted security for applications in
embedded devices [2][5].
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